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2.1 background

We as private individuals provide a wide range of data about our personal lives via
our smartphones, loyalty cards, fitness trackers, and other digital health devices.
These devices collect increasingly diverse and comprehensive data about us.
Depending on the mobile applications we use, devices collect data about our
daily routines, location, preferences, desires and interests, shopping behaviors,
mood, illness, and more. When this personal data is linked to health records –
including genome data and phenotype data – or linked to other data collected in our
environment, such as that collected by state administrations or financial systems, the
data has huge potential for public health research and society in general (Wellcome
Trust, 2015; Vayena and Blasimme, 2017). Precision medicine, including pharma-
cogenomics, particularly depends on the potential of data linkage (Huang,
Mulyasasmita, and Rajagopal, 2016). New advanced data processing techniques
help researchers to make sense of data in a way that was not possible before. With
this new capacity to analyze linked data, researchers today can retrieve and assess
valuable and clinically relevant information (Blasimme, Vayena, and Hafen, 2018).
One way to develop such linked data sets and to make them available for research is
through health data cooperatives. An example of such a health data cooperation is
MIDATA – a health data cooperative recently established in Switzerland and the
main focus of this chapter.

In practice, our society cannot yet fully exploit the potential of linked data sets,
even though data cooperatives similar to MIDATA are slowly multiplying. This is
because private people act as data sources, but they have minimal control over the
data collected and do not know where the data is stored. Health apps are a case in
point: these private services operate under a particular business model, that is to
harvest a private individuals’ data and exploit it for the company’s own financial
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profit. In this business model, data is market capital (Sadowski, 2019). This is
a lucrative business, and with an estimated annual growth rate of 20 percent, by
2020 utilizing personal data could deliver an annual economic benefit of
€330 billion to enterprises in Europe. Furthermore, the combined total digital
identity value of individuals could comprise around 8 percent of the EU-27 gross
domestic product (Boston Consulting Group, 2012). Despite these impressive fig-
ures, the pressing question is: to what extent do we as data providers and as a society
benefit from these business models? One could argue, as ETH Zürich Professor
Ernst Hafen does, that ‘the data economy is broken, because we do not have control
over our data’ (SWISS RE, 2018). Ordinary individuals are dispossessed of control
over their data and cannot access the revenue their data generates.

Exacerbating this sense of powerlessness for private individuals, several large
companies recently used personal data in ways misaligned with public norms and
values. These scandals led to public outcry against privacy breaches as well as abuse
of power. Facebook has been a chief offender, with noteworthy failings such as
providing the political consultancy firm Cambridge Analytica access to over
50 million user profiles, which they used to influence the 2016 USA election and
the UK Brexit campaign (Cadwalladr and Graham-Harrison, 2018). In the health-
care sector, the contract between the Royal Free NHS Foundation Trust, London,
and Google Deep Mind breached the United Kingdom’s Data Protection Act with
controversial implications for patient privacy. The Trust provided Deep Mind with
about 1.6 million patients’ personal data as part of a study to test a detection and
diagnosis system for acute kidney injury (Information Commissioner’s Office, 2018;
Powles and Hodson, 2017).

In addition to lack of control and privacy breaches, security breaches present a
further challenge to the management of personal data. Whereas a privacy
breach refers to a company inappropriately sharing data, a security breach
occurs when hackers access data repositories, or data is leaked due to poor
data security mechanisms. For example, think of the computer software
updates that could have contained the WannaCry ransomware attack in 2017,
had they been performed. Instead, staff neglected the updates, nefarious ran-
somware exploited the vulnerability, and the English NHS performance was
compromised for days (National Audit Office, 2018).

These improprieties led to increased public skepticism over whether data-driven
private (and to some degree, public) enterprises can be trusted, including within the
healthcare system (Symantec, 2015; Hafen, 2018). We can easily observe the uptake
of the term “trust” as a prominent concept in the public sphere, which hints at a public
need to discuss issues of trust. This is alarming evidence that healthcare systems need
to be reformed, including the data economy within them (Gille, Smith, and Mays,
2014). Prevailing public trust in the healthcare system is paramount for a healthcare
system to function well (Gille, Smith, and Mays, 2017). If the public does not trust
organizations in the healthcare system to protect and appropriately manage the data
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entrusted to them, value generation is at risk. In particular, the healthcare industry
depends on access to personal data, with an estimated 40 percent of the healthcare
system’s benefit generated on the basis of personal identity data (Boston Consulting
Group, 2012).

To complicate the picture, Mhairi Aitken and colleagues concluded that in fact
conditional support for sharing and linking health data exists. This seems to contra-
dict the concerns raised earlier. Public concerns pertain to issues such as confiden-
tiality, individuals’ control over their data, uses and abuses of data, and potential
harms that may ensue. However, the public also supports private companies’
research when actual or potential public benefits from research are foreseeable, as
well as when the public trusts the individuals or organizations leading and oversee-
ing the research, data linkage, and data sharing (Aitken et al., 2016). Other studies in
the field similarly highlight the importance of trust and clear public benefit of
research (Wellcome Trust, 2015; Audrey et al., 2016).

To restore the data economy – that is, to build public trust toward data-rich
enterprises, as well as trust for how data flow between different enterprises is
managed; to establish individual control over personal data; and to ensure privacy
as well as data security – we need to answer several practical, ethical, legal, and social
questions. Ultimately, these issues can be addressed through an appropriate govern-
ance model, but this is no easy feat. What governance model do we need for
aggregated personal data sets? Who should have legitimate control over personal
data, and how can we foster digital self-determination? How can personal data be
securely stored? How can we increase transparency about who uses people’s data,
and how they use it? Who is accountable for aggregated data sets stored in research
facilities?

In response to these questions, health data cooperatives can perhaps provide
a suitable model to govern aggregated data sets. Private individuals in coopera-
tives democratically control the governance processes of the cooperative itself and
the data stored within the cooperative. Health data cooperatives therefore may be
able to provide a fair governance model for health data ecosystems that may
benefit society through innovation, knowledge generation, improved quality of
healthcare, or advances in diagnostics and therapy (Hafen, 2019). Furthermore,
health data cooperatives empower private people, as control of personal data shifts
from corporate enterprises back to individuals who provide their data for research.
This is of particular importance, as private individuals are the legitimate control-
lers of their own data, especially when it comes to health data (Wilbanks and
Topol, 2016). Moreover, health data cooperatives uniquely combine a list of
attributes that are crucial for legitimate data aggregation. Examples include
open and collective governance principles; not-for-profit status, as revenues are
re-invested into the cooperative itself; and the use of open-source software to
simplify the creation of new data cooperatives (Van Roessel, Reumann, and
Brand, 2018).
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Prior to this chapter, examples of health-related cooperatives are presented in the
previous volume in this series: Governing Medical Knowledge Commons
(Frischmann, Strandburg, and Madison, 2017). Among these, the authors of the
book discuss health data commons, such as GenomicData Commons (Evans, 2017).
Evans describes the legal and practical obstacles of aggregating genomic data in
commons for the US context. In particular, these obstacles relate to decentralized
data storage, consent alignment and data access, as well as aggregation (Evans, 2016).
Evans encourages the professional community to overcome these obstacles and to
find appropriate ethical governance mechanisms for such commons.

Also, in the 2014 volume Governing Knowledge Commons, both Contreras and
VanOverwalle analyze the construction of genome commons (VanOverwalle, 2014;
Contreras, 2014). However, in this example commons are constructed in a different
format in which data is not aggregated, but a public network was built allowing data
sets to be shared. They observe that the rapidly growing data volume, described by
some as a data tsunami, will flood data cooperatives. Importantly, they observe that
commons structures should be designed to fit the complex and highly specialized
nature of genetic research structures:

Failing to appreciate the structural rules implemented to address these issues, or
seeking to dispense with them in favor of a more broadly “open” public goods
models . . . could have adverse consequences. In particular the elimination of rules
regulating human subject protection could limit the willingness of individuals to
participate in genomic research, and the elimination of data-generator priorities
could weaken the incentives of data-generating scientists. Each of these effects
could negatively impact the growth of the commons itself. (Contreras, 2014, 130)

Taken together, the two examples present several structural, practical, ethical, and
legal challenges that are inherent in the development of medical commons and
likely also apply to the development of health data cooperatives, such as the example
presented in this chapter. Tying in with the previous examples and in response to the
societal challenges described earlier, the Data and Health Association, founded in
2012, aimed to establish a health data cooperative for Switzerland. As a result of these
efforts, the health data cooperative MIDATA was co-founded by a group of
researchers of ETH Zürich and the University of Applied Sciences Bern, in 2015

(MIDATA Genossenschaft, 2017; Mòdol, 2019). The basic idea behind MIDATA is
conceptually similar to a bank account. A person can open an account to deposit
copies of her data (which was collected and stored elsewhere), and then she can
choose to make the data accessible to researchers to advance science. This is shown
in Figure 2.1.

In addition, people can become formal cooperative members, in contrast to those
who only open an account. Eventually, each individual’s account will contain
a wide range of different data sets that belong to that one person. The data stored
byMIDATA on servers located in Switzerland is encrypted and can only be accessed
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by the account owner, unless they release it for a specific purpose. To access this rich
data source, external parties can submit a proposal for data use. If the proposal is
positively reviewed by the ethics committee, each account holder can consent to
release her data to the specific project. Account holders need to release their data for
each project individually, as this action is a central privacy control mechanism of the
data cooperative.

Culturally, MIDATA is embedded in a society with a cooperative tradition in
many fields apart from healthcare. This is arguably an advantage for the implemen-
tation of MIDATA, as the Swiss society is well familiar with the basic principles of
cooperatives. Nowadays, some of the most prominent enterprises in the Swiss public
sphere are cooperatives. Two notable examples are the grocery chainMigros and the
car sharing platform Mobility, run by the Swiss Federal Railways (SBB). Migros is
one of the most recognized grocery stores in Switzerland. The Migros cooperative
comprises 2.1 million members (growth rate 0.7 percent in 2016), about 50 enter-
prises that are linked to the Migros group, and the Mirgos group had total sales of
27738million CHF in 2016. Migros’ roots stretch back to 1925, when five FordModel
T cars started selling groceries in Zürich. Gottlieb Duttweiler (1888–1962), the
founder of Migros and a well-known Swiss personality, aimed to build a direct link
between producers and consumers, similar to the health data cooperative described
in this chapter. Also, Duttweiler with his wife formulated fifteen theses that make up
the moral spirit of Migros. To highlight a few key theses, Duttweiler pointed out the
importance of transparency, accountability, and the involvement of women in
the decision-making and governance of the cooperative. The cooperative is present
in the public sphere, and Migros recently broadcasted a TV advertising campaign
called the “Migros Besitzer” – the Migros owner – showing the benefits of member-
ship in the Migros cooperative (Migros, 2017). Similarly, Mobility started as
a cooperative in 1987, and is now the largest car sharing platform in Switzerland.

SOURCES

YOU
DECIDE

RESEARCH

MY DATA

OUR HEALTH

MIDATA

NEW
TREATMENTS

figure 2.1 Simplified overview of the MIDATA cooperative (MIDATA Genossenschaft,
2019c)
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Mobility is present in every village with more than 10,000 inhabitants. Today,
Mobility has more than 50,000 cooperative members and over 120,000 customers.
The declared goal is to minimize the traffic burden in Switzerland and contribute to
a more efficient and individualizedmobility solution for customers (Mobility, 2019).
Mobility’s signature red cars help distinguish Mobility as a highly visible and
recognizable cooperative within the Swiss public sphere. Mobility and Migros are
just two prominent examples among many that indicate the cooperative idea is
already well established in the Swiss media landscape and public sphere.

Given that people in Switzerland are familiar with the concept of coopera-
tives, and in light of the pressing need to find an alternative governance model
for the use of personal data in research, the founders of MIDATA currently
have high hopes that MIDATA is a platform that could resolve the challenges
raised earlier.

2.1.1 Tool of Analysis: Governing Knowledge Commons Framework

To describe the MIDATA cooperative in a structured and detailed way, the remainder
of this chapter will apply the Governing Knowledge Commons (GKC) framework to
MIDATA. Brett Frischmann, Michael Madison, and Katherine Strandburg developed
theGKC framework, drawing inspiration fromElinorOstrom and her colleagues’ work
on the institutional analysis and development framework (Ostrom, 1990; Frischmann,
Madison, and Strandburg, 2014; Strandburg, Frischmann, and Madison, 2017). This
framework allows researchers to analyze “institutionalized community governance of
the sharing and, in some cases, creation, of information, science, knowledge, data, and
other types of intellectual and cultural resources” (Frischmann, Madison, and
Strandburg, 2014, 3). In combination withHelenNissenbaum’s theory that understands
privacy as contextual integrity (Nissenbaum, 2010), the GKC framework is useful when
examining how individuals maintain privacy and govern their own health data coopera-
tive. Broadly, the framework considers the background environment, attributes, govern-
ance, patterns, and outcomes of knowledge commons. The remainder of this chapter
will follow the structure of the GKC framework to ease comparison across the different
case studies of this and earlier volumes of the knowledge commons book series
(Strandburg, Frischmann, and Madison, 2017, 16–17).

At present, MIDATA is in the buildup phase. Several small research projects, as
presented later, contribute to the testing and refinement of MIDATA. This chapter is
part of an ongoing (2018–2021) health ethics and policy research project at ETHZürich,
Switzerland, where we aim to develop further the existing governance model of
MIDATA. Our main purpose in this research is to create a systemic oversight model
for MIDATA (described later) that is considered trustworthy by the general public and
MIDATA members. In this research we engage with governance theory, law, and
policy, and will conduct interviews with different stakeholders, such as researchers
who work within the cooperative, members of the cooperative, and members of the
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general public. For this chapter we gathered background information by interviewing
MIDATA co-founder Ernst Hafen. For the interview we developed questions that
follow the content of the GKC framework and Nissenbaum’s privacy theory. In
addition, we examined the statutes of MIDATA as well as further policy and adminis-
trative documents of the cooperative. The advantage of applying the GKC framework
and insights from privacy theory as contextual integrity at this stage is the possibility to
leverage the perspective the framework provides to inform MIDATA’s ongoing devel-
opment. Applying theGKC framework toMIDATA can help us better understand how
MIDATA processes and structural components contribute to the community govern-
ance of MIDATA. The systematic design of the GKC framework allows us to dissect
MIDATA to unfold the involved attributes, the present governance structure, and
anticipated outcomes. In addition, the theory of privacy as contextual integrity can
help us to improve the governance processes and structures that apply to privacy within
MIDATA.

2.2 attributes of midata

MIDATA is a member-owned cooperative that aims to store and aggregate
personal data from people who open an account at MIDATA. Cooperative
members are the main actors in the cooperative as well as the main resource
providers for the cooperative itself. Ultimately, the goal of MIDATA is to provide
a secure storage for personal data, in which account holders themselves retain full
control over their data. As MIDATA members, people contribute to research by
granting others access to their data. The following sections will describe
MIDATA’s resources, goals, and objectives in more detail, and the role private
individuals take in this cooperative.

2.2.1 MIDATA Resources

The resources pooled in the MIDATA cooperative are copies of account holders’
personal data. Such data can be transferred to the account by the account holder
him/herself; or in some cases apps use MIDATA to store data, and account holders
using such an app can allow the data to be deposited in to their MIDATA accounts
directly. Accessing copies of personal data has been simplified within the European
Union with the newly established European Union’s General Data Protection
Regulation. This regulation emphasizes in Article 20 that individuals have the
right to copies of their data. This right applies to EU residents, and non-EU residents
can ask for copies of data stored by companies based within the EU (European
Parliament Council of the European Union, 2016). It is anticipated that this
European regulation will supportively affect the data transfer processes for
MIDATA, even though the regulation does not apply in Switzerland as
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Switzerland is not an EUmember state (Ngwa and Hafen, 2017). Swiss residents can
make use of the GDPR when they request data that is stored within the EU.

The allergy app Ally Science is an example of an app that stores data onMIDATA.
Launched by Bern University of Applied Sciences and University Hospital Zurich,
Ally Science is part of a research project to collect pollen allergy symptoms data in
combination with location data. Thereby, the study investigates pollen allergies in
Switzerland (MIDATA Genossenschaft, 2019a). If the app user has no MIDATA
account, the app user is asked to open a MIDATA account before s/he uses the app.
By July 2018, 8,100 app users had registered (Hafen, 2018). Another use case example
is a research study involving multiple sclerosis patients. Study participants use an
app called MitrendS to capture their neurological development over time.
Generally speaking, each citizen generates a huge amount of data that can be stored
in MIDATA accounts so that each citizen can contribute to the development of the
cooperative’s resource pool (Mòdol, 2019).

2.2.2 MIDATA Account Holders, Cooperative Members, and the Swiss
Community

Because the cooperative model of MIDATA is designed to be regional,
MIDATA is open to any person residing in Switzerland. To open an account
on MIDATA, one does not need to be a member of the cooperative. Yet, if
a person would like to actively participate in the governance of MIDATA,
a community member needs to become a cooperative member for a fee of 40
CHF. The cooperative has an altruistic motivation that goes beyond the
MIDATA community itself and seeks to benefit the general society, and this
is evident in the objectives outlined later.

2.2.3 Goals and Objectives of MIDATA

The overarching goal of MIDATA is to establish regional, member-owned data
cooperatives that contribute to research and ultimately to the benefit of society via
their stored data. In more detail and as stated by Article II of the MIDATA statutes,
the objectives are:

(1) “The Cooperative pursues as a non-profit organization the following objectives:

(a) it operates a secure IT platform (‘MIDATA platform’) for storage, manage-
ment, and sharing of personal data of any kind, in particular health and
education data, and to provide related services;

(b) it makes the MIDATA platform available to natural persons (members and
non-members) who may use the platform as personal data account holders
(‘account holders’);
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(c) it promotes broad Cooperative membership among account holders, thus
allowing them to partake in the governance of the Cooperative, and it helps
members pursue common interests;

(d) it promotes the digital self-determination of the population by enabling
account holders to use their personal data as self-determining agents and
according to their wishes, in particular to support research purposes;

(e) it promotes the collective interests of the account holders and it enables the
utilization of their personal data as a common resource. This is achieved by
enabling individual account holders to accept requests for the analysis of
their data and to give explicit informed consent for the secondary use of
their personal data by third parties in return for an economic remuneration
to the cooperative;

(f) by providing the MIDATA platform, it fosters the development of an
innovative ecosystem in which third parties can offer data-based services
to the account holders;

(g) it promotes medical research projects and projects that aim to realize a fair
digital society and that promote the digital self-determination of the popu-
lation; and

(h) it employs the scientific results and income derived from the secondary
usage of personal data in the framework of the aforementioned objectives.

(2) With its operative and commercial activities, the Cooperative strives to achieve
a positive effect upon society and the environment.

(3) The Cooperative may engage in all activities that are directly or indirectly
related to its purpose.

(4) The Cooperative may support the founding of cooperatives of equal purpose in
Switzerland and abroad, and it may form a federation of cooperatives together
with them.

(5) The Cooperative may establish branches and subsidiaries in Switzerland and
abroad, hold interests in other companies in Switzerland and abroad, and
acquire, hold and sell real estate.” (MIDATA Genossenschaft, 2017, 2,3)

Key values represented by the objectives are data security, being open to all people,
promotion of cooperative membership, promotion of digital self-determination,
promotion of collective interest, fostering innovation and medical research, and re-
investment in the goals of the cooperative. Together these values eventually lead into
the overarching aim to achieve a positive effect on society and environment.
Furthermore, to build a network of cooperatives, MIDATA may help to facilitate
similar cooperatives. To finance itself, the cooperative may engage in financial
investment activities.

All key values are relevant to this cooperative’s character, but we consider promo-
tion of digital self-determination the one value that makes this cooperative distinct-
ive. As we presented in the introduction of this chapter, outside of the cooperative

How Private Individuals Maintain Privacy & Govern Their Own Health Data 61

https://doi.org/10.1017/9781108749978.003 Published online by Cambridge University Press

https://doi.org/10.1017/9781108749978.003


model, private individuals’ ability to determine how their personal data is used is
limited, if not impossible. Therefore, MIDATA aims to foster digital self-
determination as one of the key incentives for members of the general public to
participate in MIDATA and eventually become MIDATA cooperative members.
Objective 1 (d) underlines this clearly by promoting the personal use and free
choice over what one wishes to do with his/her data, focusing in particular on
research.

When we compare theMIDATA objectives to the cooperative principles as stated
by the International Co-operative Alliance (Voluntary and Open Membership;
Democratic Member Control; Member Economic Participation; Autonomy and
Independence; Education, Training, and Information; Cooperation among
Cooperatives; and Concern for Community), it becomes clear that MIDATA is in
line with the cooperative tradition (International Co-operative Alliance, 2019).
Based on the similarity between the MIDATA cooperative values and general
cooperative principles, and given the prevalence of cooperative membership already
present in Switzerland, it seems likely people will easily familiarize themselves with
the governance principles of MIDATA as they participate in MIDATA activities.
This should facilitate easy access and participation in MIDATA. Nevertheless,
MIDATA’s focus on scientific data is clearly different from grocery trading and car
sharing. It is essential to educate participants so they are equipped to contribute to
the MIDATA governance in a meaningful way. Yet, MIDATA participants can
build on their previous familiarity with cooperatives in other areas of their lives.

As MIDATA focuses at present on healthcare and public health research, data
stored within MIDATA may contribute to the improvement of health for all.
Furthermore, it is anticipated that the cooperative as a whole could advance public
literacy and public control in the field of digital self-determination. These two
aspirations together comprise the key value of knowledge production within the
cooperative.

2.3 governance of midata

The legitimate action arena for MIDATA is research, development, and education.
At the moment, MIDATA focuses on healthcare research, in particular research that
exploits aggregated data sets. We anticipate that in the future MIDATA will extend
to other research fields such as education. In doing so, MIDATA’s success depends
on cooperative members investing significant trust in MIDATA, and in the public
and research institutions that apply to access their data. Therefore, MIDATA needs
to maintain not only an appropriate governance model but also trustful relationships
with all stakeholders to be able to compilemeaningful data sets, and also to appear as
a valuable partner for researchers, so that they invest their resources into MIDATA.
When it comes to the involvement of private companies, it will be fundamental to
adhere to robust governance structures within MIDATA. In particular, it will be
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necessary to show how corporate research will benefit the wider society.
Furthermore, private companies will need to show how privacy is maintained and
disclose their accountability structures (Aitken et al., 2016). That is to show, in an
understandable way, who is accountable for the research conducted with the data
provided by MIDATA members. Such structures need to not only meet ethical
values but also align with good governance. A governance model that is likely to be
particularly suitable for MIDATA is the systemic oversight approach (Vayena and
Blasimme, 2018). As data volume increases, the situation requires adaptive govern-
ance models that are able to respond to the challenges that come with big data and
the accumulation of data ecosystems. Among other challenges, experts anticipate
that current informed consent processes are limited in their capacity to provide
a meaningful choice to data donors about how they control large volumes of their
data. In addition, broad consent to a frankly unlimited future use of data, as often
seen in current consent designs for medical research, is not only ethically question-
able but also provides the donor with no control over future use of their data. Finally,
the increasing use of machine learning algorithms in data-intense research chal-
lenges research accountability in a way that an informed consent process is not able
to cover appropriately (Vayena and Blasimme, 2018). In response to these chal-
lenges, which are also relevant to MIDATA, systemic oversight is a governance
model that builds on the principles of adaptivity, flexibility, monitoring, responsive-
ness, reflexivity, and inclusiveness. These principles should not be understood as
fixed mechanisms but rather as a Leitmotiv for MIDATA governance. As data
handling is at the core of MIDATA, it will be pivotal to implement governance
mechanisms that are adaptive to new types of data as well as increasing data volumes.
Also, as different research projects apply for data use, MIDATA governance mech-
anisms need to be flexible to meet the requirements of how the data will be used, as
opposed to governance mechanisms that are tailored towards the origin of data.
Furthermore, as nowadays data sets are linked, and therefore source data will be used
to develop new data sets, it is essential to monitor data use beyond the initial research
proposal approval, especially since novel data mining and machine learning
methods potentially pose risks to privacy and may lead to discrimination. To
accommodate for potential malicious privacy breaches or other failures, governance
mechanisms need to be responsive and prepared to address such problems. Also,
data sets provide information not only about the data donor but also potentially
about his/her environment. Therefore, governance needs to be reflexive about these
issues. This requires reflexive analysis of assumptions and biases that are embedded
in machine learning algorithms. Lastly, governance should include all relevant
stakeholders in governance processes to not exclude underrepresented groups.
This engagement should foster public dialogue and learning (Blasimme and
Vayena, 2018; forthcoming). As mentioned earlier, our present research activities
in the field of governance at MIDATA precisely test the suitability of systemic
oversight for health data cooperatives.
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Currently, MIDATA comprises four bodies: the general assembly, administra-
tion, audit office, as well as an ethics committee. The general assembly is the
highest body, qualified among other competences to elect members for the
administration, audit office, and ethics committee, as well as to amend the statutes
and close downMIDATA. The management contains the management board and
coordinates the operational work of the cooperative. The auditor is an independ-
ent body in line with the Swiss Code of Obligations. Last, the ethics committee
reviews the quality of projects that apply for the use of data stored in the coopera-
tive. This review also assesses how applicants aim to ensure privacy and what
privacy preserving mechanisms are proposed by the applicant. Furthermore, the
ethics committee advises the general assembly regarding reviewed proposals
(MIDATA Genossenschaft, 2017).

Actors involved in the governance process can be divided roughly into four
groups: first, cooperative members – membership confers formal governance
powers; second, private individuals who have an account on the MIDATA platform
but who lack formal governance power as they are not cooperative members.
Governance power can easily be acquired by becoming a member of the
MIDATA cooperative; third, professionals who are members of different commit-
tees and provide expertise andmake decisions, for example about the ethical validity
of research applicants; and fourth, administrative staff that run the cooperative on
a daily basis and maintain the IT infrastructure. From a decision-making point of
view, three decision points are of crucial importance. First and foremost, account
holders have the exclusive decision power on what data should be stored within the
cooperative as well as which data they would like to release into a research project.
Then, elected members of the ethics committee (elected by the general assembly)
review and decide which research projects are deemed to be in line with ethical as
well as cooperative norms and therefore are approved to request data from account
holders. Last, the general assembly is the highest decision-making body within the
cooperative and therefore has the last word when it comes to committee elections,
statutes amendments, or any other structural and far-reaching decision. At the
current stage of governance development, people who have an account but are
not cooperative members have no powers over cooperative governance.
Nonmembers of MIDATA who do not hold an account with MIDATA can open
an account at any time. The public visibility of MIDATA mainly relies on media
coverage and academic events related to either research projects that work with
MIDATA, as described earlier, or related to professionals who are involved in
MIDATA. So far, MIDATA was covered in several local and national news articles
in Switzerland, as well as in scientific journals (MIDATA Genossenschaft, 2019b).

With respect to privacy governance, at present MIDATA operates two mechan-
isms to maintain privacy. On the institutional level, there are ethics committee
reviews. At the account holder level, there is the dynamic consent process, whereby
account holders must actively consent to research as well as release their data into
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a research project in order for an applicant to access it. Here, MIDATA’s Privacy
Policy in articles 5 and 6 clearly puts the account holder in the center of activities
that are related to the account holder’s data. Only law enforcement can override the
exclusive data access rights of account holders (MIDATA Genossenschaft, 2018).
Both measures are crucial to maintain account holders’ privacy. The ethics com-
mittee works with professional expertise to review how the applying research projects
will preserve privacy within their research projects. Both mechanisms together also
control appropriate data flow. In the last instance, it is the account holder’s decision
to consent to data sharing depending on whether s/he finds the data flow
appropriate.

2.4 patterns and outcomes of the midata

It is anticipated thatMIDATAwill lead to a range of benefits for not only cooperative
members but also society in general. Considering the objectives of MIDATA,
cooperative members and account holders will benefit foremost from the ability to
control and manage their own personal data repository due to their exclusive control
rights over their data. Nested within a governance framework designed to promote
ethical, secure, and transparent data sharing, account holders should find
a dependable platform to store and collect copies of their personal data. In addition,
cooperative members have governance powers over the cooperative itself, and can
therefore directly and in a democratic manner influence the governance processes
within the cooperative. By personal control over data as well as the possibility to take
part and shape governance processes, cooperative members maintain high levels of
control over their own privacy.

Furthermore, as the cooperative is open to the general public, everybody has the
opportunity to open an account on the MIDATA platform and to become
a cooperative member. MIDATA membership growth will not only strengthen the
cooperative by increasing the data volume and thereby the value for research, but
a growing cooperative will also democratize the data economy within Switzerland.
This is because ultimately MIDATA provides a governance tool that allows individ-
uals to determine what happens with their data. Now, if a high proportion of Swiss
residents store copies of their data in data cooperatives, they will eventually take back
the legitimate control of their own data, which was one of the driving motivations for
the foundation of MIDATA. This entire process is supported by the coordination
role MIDATA plays by connecting its members and building an exchange network
for members and account holders.

The expected social benefit ofMIDATAwill depend on the research conducted with
data stored in MIDATA and MIDATA’s actions in the area of public relations, advo-
cacy, and education. MIDATA understands itself as a platform that drives innovation,
facilitates medical research projects, and promotes the digital self-determination of
private individuals. With this focus, MIDATA may also be able to raise digital literacy
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among the general public and to act as an advocate for a fair data economy within
Switzerland. In addition to the focus on Switzerland, the founders of MIDATA also
work actively to develop relationships with other research institutions across Europe, to
spread theMIDATAmodel and to drive the health data cooperative movement. At the
moment, MIDATA is building a cooperative ecosystem with the Berlin Institute of
Health, Charité, Germany; Medical Delta, City of Rotterdam, the Netherlands; Vito
Research Institute, Belgium; Oxford University Hospital Foundation Trust, UK; and
the INDEPTH-Network.org. Together, they focus on informing health policy through
improved health information in low- and middle-income countries (Hafen, 2018).

Considering the benefits for cooperative members, wider society, and international
partners, MIDATA has the potential to contribute to legitimate research outputs and
innovation in society. As MIDATA is structured following cooperative principles, in
combination with the Swiss tradition of corporativism, the actions and outputs of
MIDATA are likely to be perceived as legitimate by the general public as well as
cooperative members. Nevertheless, it will be crucial to maintain and build
a governance structure that addresses the concerns raised in the introduction of this
chapter to make MIDATA a true alternative for member-controlled data sharing, and
eventually a competitive data platform that attracts stakeholders from across society and
research.

2.5 conclusion

This chapter discussed the Switzerland-based health data cooperative MIDATA. In
response to concerns about the present health data economy,MIDATA was founded
to provide a governance structure for data storage that supports individuals’ digital
self-determination, by allowing MIDATA members to control their own personal
data flow and to store such data in a secure environment. The aim of MIDATA is to
give data control back to the legitimate data controllers, the people, and thereby
allows individuals to regulate their own personal privacy. In addition, in line with
basic cooperative principles and considering MIDATA’s aim to advance science,
MIDATA may contribute to the advancement of society and innovation.

MIDATA will refine its governance structure to account for the challenges that
burgeoning data volumes and diversity present. In particular, current research
activities focus on making the governance structure even more robust by adopting
the systemic oversight approach. Then, it is anticipated that MIDATA will grow and
that the cooperative data storage model will establish itself as a serious alternative to
existing data repository models.
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