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One of the vital applications for biometrics is its ability to replace passwords or PINs
in a secure authentication system. Two biometric samples from the same person will
rarely be identical, even if taken within minutes of each other, due to the nature of the
biometric and the sampling technique. Consequently, standard matching techniques
that match the enrolled template with the query template presented for verification
require storage of the enrolment template. As a biometric is irreplaceable, raw
template storage is severely detrimental to biometric security.

The principal aim of this thesis was to implement a fingerprint minutiae-based
authentication system where the minutiae template is secure during storage and during
comparison. In order to achieve this, we employed ‘biocryptographic constructs’
that is cryptographic constructs that provide security of the template in spite of
the error prone nature of biometric data. It provides an implementation of a
secure authentication system using PinSketch [1] where the templates are built from
fingerprint minutiae and where the encryption process has a negligible effect on the
system accuracy and clear bounds are provided for template security. This thesis
focuses on the fingerprint biometric as it is one of the most popularly used modalities
in commercial systems and security issues with this modality could have a negative
impact on the uptake of biometrics as a whole. We also focussed on minutiae-based
templates as they are easily extracted by standard fingerprint feature extractors and
their comparison mimics the traditional method of fingerprint comparison by eye.

In order to build any secure authentication system we identified four main steps
to be conducted: identification of a suitable match threshold based on a difference or
commonality based measure that takes template size into account, quantization of the
data that comprise the templates, evaluation of the matching performance before and
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after use of the chosen biocryptographic construct and analysis of the robustness of the
secure authentication system to a masquerade attack.

To implement a secure minutiae-based authentication system, we chose eight
different techniques to extract repeatable patterns from the spatial distribution of a
set of extracted minutiae, giving rise to eight distinct minutiae-based templates, each
represented as a set of elements from a finite universe. We tested the accuracy
of a matching algorithm when each of these template types was used. As the
templates were treated as sets, the variation between templates was measured using
a set difference metric. Two biocryptographic constructs based on the set difference
metric—the fuzzy vault [2] and PinSketch were evaluated for their suitability to build
secure minutiae-based authentication systems.

The fuzzy vault was found to be unsuitable to protect three specific template
types that were tested, for a fundamental reason that would apply to the other five
template types considered in this thesis. We then explored the suitability of the
PinSketch construct to protect all of the eight template types. Three algorithms using
the PinSketch construct were proposed in this thesis. All three had caused some
reduction in system’s matching accuracy when compared with that before using the
construct. When subject to a security analysis, however, two of the algorithms failed
to provide security of the template due to large natural intra-sample variation between
templates from the same finger. The third algorithm used a two-stage process and
a combination of a set difference-based measure and a commonality-based measure
to compare two templates. This allowed some randomness to be retained in the
template types protected by this PinSketch-based authentication algorithm. This
algorithm successfully kept the template secure during storage as well as comparison
at a threshold where the false match rate was 0%, making it well suited to high security
applications.

Our research demonstrated that when biometric templates possess a large intra-
sample variation between them, it becomes infeasible to protect them using a
set difference-based construct. One solution involving a two-stage process was
demonstrated in the third algorithm. A second solution is to use an efficient
commonality-based biocryptographic construct. In the thesis we list the desirable
characteristics of such constructs but are not aware of the existence of any such
construct to date.

The main conclusions of this thesis are as follows.

(1) Quantization error degrades the matching performance of minutiae-based
templates by 10–20% across all structure types.

(2) A matching threshold that takes set sizes into account gives significantly better
matching performance than an absolute threshold used across all fingerprint
comparisons.

(3) A generalized Reed–Solomon decoding-based fuzzy vault can be realized when
samples of the same fingerprint have at least 33% of the minutiae structures in
common between them.
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(4) To realize a secure PinSketch-based authentication system the size of the sets
being compared must be greater than the maximum set difference errors that
need to be corrected for a secure system to be realized.

(5) Uniform quantization of minutiae features in templates gives rise to template-
quantized features having a nonuniform distribution. This can reduce the
complexity of an attacker’s efforts to significantly less than brute force.

(6) A structure representation using triangle patterns formed from a minutiae point
pattern showed potential to be used for secure pre-alignment of templates prior
to use in a cryptographic construct.
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