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Abstract
The recent advances in information technology now allow millions of people to trade and invest in an
array of financial assets with the help of online brokerage platforms. This allows retail investors to
have more control over their own financial well-being, arguably a positive development. Nevertheless,
trading and investing with real money comes with serious risks, especially for vulnerable people. The cur-
rent UK framework for the regulation of online trading in financial assets overlooks vulnerable groups,
such as children, disabled adults, and vulnerable women. By drawing a parallel between online gambling
and online trading, the negative effects of online trading can be minimised. The UK regulatory and policy
framework surrounding online gambling could provide valuable solutions to tackle the existing lacunae in
the protection of vulnerable groups in the online trading environment.
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Introduction

This paper is born out of an observation by two colleagues during Christmas and Lockdown that
online trading platforms, which allow individuals to trade in company stocks and other financial
assets, appear to have increased in number, their advertising proliferating via multiple channels
such as the Internet, TV, and even on the sides of city buses. These adverts suggest that becoming
a successful investor or trader is as easy as bidding on an online auction or playing a game. Yet, unlike
other advertising for online games where money is at risk, there are no bright banners to ‘stop when
the fun stops’.

The Cambridge Dictionary defines gambling as ‘the activity of risking money on the result of
something […] hoping to make money’.1 Arguably then, gambling and online trading by lay people
are semantically very close, if not the same. Legally, traditional share trading and other areas of retail
banking, as well as online gambling, are quite heavily regulated to protect customers. In this paper we
will focus on how the existing regulatory framework applies to online trading, with an emphasis on the
protection of certain vulnerable groups. The paper uses the broad definition of ‘vulnerable people’
cited in the 2016 guidance by the Solicitors Regulation Authority (SRA) as ‘someone who is at a higher
risk of harm than others’.2 This definition is chosen as it avoids the limitations and medicalisation of

†The authors would like to thank Dr John Cotter, Dr Helen Saunders and the reviewers for their comments on drafts of
this paper.

1Cambridge Dictionary, ‘Gambling’ (Cambridge University Press, nd), available at https://dictionary.cambridge.org/dictionary/
english/gambling.

2See SRA ‘Guidance regarding vulnerable clients’, available at https://www.sra.org.uk/globalassets/documents/solicitors/
freedom-in-practice/vulnerable-people.pdf?version=49931c, p 3.
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statutory provisions such as those in the Care Act 2014,3 acknowledging the needs of various groups
within the online trading context. Moreover, this paper acknowledges that some people who may trad-
itionally fall within statutory definitions of vulnerability may not be automatically vulnerable in the
online share trading space, whilst those who are not covered by statutory provisions may be considered
vulnerable in these contexts.

We come to the paper’s question from different perspectives: one of us with a research interest in
online trading, who was surprised at the ease of opening a trading account and being able to risk large
sums of money; the other is a researcher into disability equality law, who was concerned about the
potential abuses of vulnerability that these platforms might facilitate. As far as we are aware, at the
time of writing this is not something that has been considered previously in the literature. Here, we
will outline the different regulatory approaches to personal online share trading and online gambling
in order to argue that the potential social issues which exist and are responded to in relation to the
regulation of online gambling (particularly for children and vulnerable adults), could also exist in rela-
tion to personal online share trading.

In light of the above, this paper has a double aim. First, given the relative infancy of these online
trading services, the millions of consumers involved, and the pressures caused by the Covid-19 pan-
demic and lockdowns, we aim to kick-start academic discussion and research on the impact of online
brokerage platforms, a much-understudied field. In addition to highlighting the issues, we suggest pos-
sible solutions which could be transposed or adapted from the gambling regulation framework. These,
of course, can only be suggested as possibilities at this juncture, as further work will be needed to gen-
erate critical academic discussion and stakeholder engagement. Currently the statutory and regulatory
frameworks around online share trading do not address vulnerable groups, but this is likely to become
an emerging area in the future. Secondly, given the similarities between online trading and online
gambling and the potential for exploitation of vulnerable people, the differing approaches to both
legislative and industry oversight is quite startling. Therefore, the following sections will examine
the difference in protection for children, vulnerable adults, and women in the online trading space,
compared to online gambling, given that the same harms exist in these spaces in practice, including
undue influence, lack of foresight to assess risk and financial losses.

In an ancillary manner we will also draw some inspiration from the case of Etridge (No 2), which
was a threshold in recognising the existence of vulnerability on the basis of private relationships in the
public financial sphere and required banks to recognise and guard against this as far as possible.
Arguably, the private nature of online trading and access to online banking places vulnerable adults
at similar risks to those identified in Etridge. However, these are not currently considered in online
trading. In our opinion, the case of Etridge is analogous to the issues present in the online trading
context, because both have the potential for female partners to benefit from the leverage or sacrifice
of familial assets should the investment increase, but also to be left significantly disadvantaged should
an investment fail.4 This was acknowledged by the court and safeguards were put in place as a result in
the context of face-to-face transactions. Online transactions present a greater possibility for undue
influence or coercion, particularly for those in abusive relationships. This paper argues that the current
failure to consider these issues in the context of online trading leads to a potential for new avenues for
abuse.5 Moreover, some of the measures taken to address vulnerability in the context of face-to-face
banking could be replicated in the context of online trading in conjunction with gambling safeguards
to offer a coherent approach.

3See s 24.
4Royal Bank of Scotland v Etridge [2001] UKHL 44 Nicholls LJ, [28].
5R Auchmuty ‘Men behaving badly: an analysis of English undue influence cases’ (2002) 11(2) Social and Legal Studies

267–269. Auchmuty criticises the threshold of ‘manifest disadvantage’ in the judicial approach to undue influence because it
fails to respond to the realities of romantic relationships where one partner benefits more than the other by design and to
protect from losses which do not risk the roof over a family’s head, meaning that greater suffering must be endured before
redress can be accessed.
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It is also important to mention that the paper will not look at the liability of online financial ser-
vices providers. The obligations of the providers of such services and the rights of their customers are
set out in the Financial Services (Distance Marketing) Regulations 2004,6 which implemented
Directive 2002/65/EC of the European Parliament and the Council on the distance marketing of con-
sumer financial services.7 However, these legal instruments only provide a basic set of obligations for
financial service providers that offer distance contracts, such as a list of information that has to be pro-
vided to the consumer before and after the conclusion of the contract, and the consumer’s right to
withdraw from the contract within 14 days. They do not provide any obligations specific to online
brokerage platforms or any rights concerning vulnerable people. Furthermore, at the EU level, there
is a larger ongoing debate on how to reassess the liability of online platforms in general,8 the discus-
sion of which would sidetrack the focus of this paper. The paper also acknowledges the literature con-
cerning the issue of liability for hosting services such as social media for harms suffered online, but
asserts that these contexts are fundamentally different to those discussed and is outside the remit
of the current paper.9

In order to achieve the objectives of the paper, in Section 1 we first provide an overview of online
brokerage platforms and the services they offer, as for many readers these will be entirely new, and
somewhat complicated concepts. This initial discussion is followed by an overview in Section 2 of
the current UK regulatory framework for online trading services in financial instruments, with the
aim of identifying certain weaknesses in the current frameworks when considering the aforementioned
vulnerable groups. We decided to choose the UK’s regulatory framework for two reasons. First, the UK
is known for its high-quality financial services and its robust regulatory framework, engaging on a
continuous basis in European and global discussions.10 Secondly, we make a comparison between
online trading and online gambling, drawing inspiration from the UK Gambling Act 2005.

Once we have identified the weaknesses in the current UK regulatory framework, we begin Section
3 by comparing online trading/investing with online gambling, and to a limited extent by also looking
at Etridge (No 2). Such a comparison not only helps uncover potential loopholes in the current regu-
lation of online trading, but also helps to provide solutions for the three vulnerable groups that we
focus on. Based on these findings, in Section 4 we put forward several recommendations, before
concluding.

1. Online brokerage platforms and the services they offer

Over the past couple of years, the number and size of online brokerage platforms have proliferated,
mostly as a result of technological advancements that allow ‘retail’ traders and investors (the average
members of the public) to open an account and start trading or investing. Various commercial ads on
social media platforms, online newspapers, and even on the side of public transportation inform the
public of the ‘great money making’ opportunities that lay ahead of them if they choose to use the plat-
form. This positive message of financial gains is then followed by the fine print that more than
two-thirds of people lose money when investing online.

A multitude of factors have contributed to the recent rise of online brokerage platforms. On the one
hand, technological innovation has allowed brokerage firms to create user friendly interfaces, whilst

6SI 2004/2095; consolidated text available at https://www.legislation.gov.uk/uksi/2004/2095/contents.
7Consolidated text available at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02002L0065-20180113.
8See European Parliament ‘Liability of online platforms’ (European Parliament Research Service, 2021), available at https://

www.europarl.europa.eu/RegData/etudes/STUD/2021/656318/EPRS_STU(2021)656318_EN.pdf. For a discussion on the cur-
rent issues faced by the liability of online hosting platforms see MC Buiten et al ‘Rethinking liability rules for online hosting
platforms’ (2020) 28(2) International Journal of Law and Information Technology 139.

9See for example J Woodhouse ‘Regulating online harms’ House of Commons Library 12 August 2021, available at https://
researchbriefings.files.parliament.uk/documents/CBP-8743/CBP-8743.pdf.

10UK Financial Conduct Authority (FCA) ‘Our participation in European and global discussions’, available at https://www.
fca.org.uk/about/international-standards-regulations.
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the meteoric rise of various cryptocurrencies – coupled with quite aggressive advertising – has also
induced millions of consumers to sign up to these platforms. On the other hand, the stock-market
crash of March 2020 resulting from the Covid-19 pandemic, and the ensuing lockdowns have also con-
tributed to tens of millions of people joining platforms such as eToro, Trading 212, or RobinHood.11

Most of these online brokerage firms handle trades in various financial instruments and commodities
worth billions of dollars.

The rise of online brokerage platforms has undoubtedly provided benefits to retail investors in the
form of speedier, cheaper, and greater access to various financial markets and instruments,12 increased
supply of information, and the possibility to invest excess capital in times when interest rates on bank
deposits are at historic lows. The recent GameStop (GME) scandal,13 which ended up nearly bank-
rupting some of the most powerful hedge funds following the concerted action of thousands of
Reddit users, has also sparked vivid discussions about the role of social media and online brokerage
platforms in this financial battle between the proverbial David and Goliath.

Traditionally, customers would contact a broker who would then advise them on what assets to
buy, when, and at what price, and of course when to sell those assets. With the exponential rise in
computing technology, these former flesh-and-blood brokers have now turned into online platforms
and mobile applications that allow customers to create an account and to begin trading or investing. A
differentiation is made between day-trading, swing-trading and investing. In the case of the first two,
the trader is interested in various short-term price movements of the financial asset, speculating on
whether the price will rise or fall.14 In the case of investing, the investor is much more interested
in the fundamentals of a company or the long-term growth of an exchange traded fund (ETF) or a
market index fund,15 with the expectation of long-term holdings and dividends.16

The brokerage platforms, often resembling popular social media platforms, offer a range of services.
The extent to which some brokerage platforms resemble popular media platforms differs. EToro for
example allows the trader/investor to customise the profile, to create an avatar, and to participate
in online discussions – via comments and ‘Like’ buttons – with fellow traders or investors, in a fashion
similar to the ‘Wall’ function of the social media platform Facebook. This is often accompanied by
popular emojis that bring a somewhat lighter, almost game-like feeling to it, urging other users to
buy a certain stock (see Figure 1, in which an eToro user is using a rocket emoji to urge other
users to buy a specific stock). The layouts of other platforms, such as Trading 212, have a more pro-
fessional feel to them. The platforms to a varying degree will also provide tutorial videos, the opinions
of experts on certain financial instruments, and a range of technical analysis tools.17

As mentioned, the platforms offer a wide range of financial products and instruments. Customers
can trade or invest in stocks (company shares) listed on numerous stock exchanges worldwide, com-
modities (coffee, precious metals, grains, etc), foreign currencies (FOREX), cryptocurrencies such as
Bitcoin, Ethereum, Ripple,18 and ETFs. Some platforms also offer the chance to copy a popular

11The most popular platform in the UK, Trading 212 boasts 15 million users, while eToro exceeded 20 million users in
March 2021, available at https://www.etoro.com/news-and-analysis/etoro-updates/20m-users/.

12For an overview of financial markets see J de Haan et al Financial Markets and Institutions (Cambridge: Cambridge
University Press, 4th edn, 2020) pp 143–255.

13The Economist ‘The frenzied rise of GameStop’ (30 January 2021), available at https://www.economist.com/finance-and-
economics/2021/01/30/the-frenzied-rise-of-gamestop.

14MR Kratter A Beginner’s Guide to the Stock Market (Trader University, 2019) pp 8–9. For a more detailed discussion, see
also JL Teall Financial Trading and Investing (Oxford: Academic Press, 2013).

15One can buy products which track the movements of various indexes, such as the S&P 500 (the 500 biggest companies
on the New York Stock Exchange), the Dow Jones 30, NASDAQ, etc.

16For long-term investing and how to assess company fundamentals see RG Hagstrom The Warren Buffet Way (Hoboken:
Wiley, 3rd edn, 2014) pp 45–69; MR Kratter Dividend Investing Made Easy (Trader University, 2018); G Soros The Alchemy
of Finance (Hoboken: Wiley, 2003); WH Pike and PC GregoryWhy Stocks Go Up and Down (Bill Pike Books, 4th edn, 2013).

17For technical analysis see R Schlotmann and M Czubatinski Trading: Technical Analysis Masterclass (Offenbach:
Quantum Trade Solutions, 2019).

18There are platforms only specialised in cryptocurrencies, such as Binance and Coinbase.
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investor’s portfolio.19 However, thus far, we have found no brokerage platforms operating in the EU or
the UK that allow the trading of derivatives, such as futures and options.20

The types of transactions that are available are also varied and, for some, the customer needs to
open a separate account.22 Customers can open a BUY position (when the customer bets on the
price of the asset rising) or a SELL position (when the customer bets on the price of the stock falling,
also called shorting). Depending on the platform, customers can also use ‘leveraged’ trading. When the
trader/investor opens a position with a leverage of 1 (or 1x) the customer gains or loses the actual per-
centage change in the market price. In other words, if the price of the asset goes up 5%, the customer
also gains 5%. However, when trading with a higher leverage, such as 3x, the customer’s gain or loss is
multiplied by the leverage chosen. Thus, the 5% gain or loss can turn into a 15% gain or loss.

Some underlying assets are owned outright by the customer (for example stocks opened with a
BUY position and a 1x leverage), whilst other assets are traded as a Contract for Difference
(CFDs). In the case of CFDs the customer does not own the underlying asset and the broker technic-
ally lends the ‘difference’ to the client. This is mostly the case with commodities, or when a BUY pos-
ition is opened with higher leverage than 1 or when an asset is shorted (the customer bets on the price
falling opening a SELL position). CFDs carry a lot more risk as the trader/investor might end up owing
money to the broker. EToro currently uses an automatic stop loss of 50% for CFDs, meaning that the
transaction is automatically closed if the CFD loses half of its value.23 Furthermore, whilst many plat-
forms claim to offer ‘free’ services, there are often hidden ‘fees’, such as slight differences between the

Figure 1. emojis used on online brokerage platforms, urging others to buy stocks21

19The copying of popular investors is offered by eToro.
20Futures contracts can be traded on organised exchanges. They are based on an underlying forward contract which obliges

the holder to buy or sell a certain underlying instrument at a certain date in the future at a specified price. Unlike futures,
options give the holder the right but not the obligation to buy or sell a particular underlying instrument at a certain date in the
future at a specified price: De Haan et al, above n 12, p 172.

21This image was taken from the platform eToro, using one of the authors’ trading accounts.
22Etoro allows leveraged trading on the same account, whilst Trading 212 requires the opening of a separate account.
23Since 2019, the European Securities and Markets Authority (ESMA) requires brokers to automatically close a CFD position if

the loss hits 50%. See ESMA ‘ESMA to renew restrictions on CFDs for a further three months from 1 May 2019’, available at
https://www.esma.europa.eu/press-news/esma-news/esma-renew-restrictions-cfds-further-three-months-1-may-2019. The UK
FCA converted the ESMA temporary rules into permanent ones. See https://www.fca.org.uk/news/press-releases/fca-confirms-
permanent-restrictions-sale-cfds-and-cfd-options-retail-consumers.
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market price and the broker’s price or fees which are hard to find, such as those used for CFDs and for
certain commodities.

Whilst these platforms have greatly improved access to trading and investing on the world’s finan-
cial markets for the everyday person, they also carry real risks. The first risk is that not all platforms
available online are regulated. One has to differentiate between regulated and unregulated online bro-
kers. Regulated ones are authorised by a regulatory authority, such as the UK Financial Conduct
Authority (FCA),24 the Cyprus Securities and Exchange Commission (CySec),25 or the US
Securities and Exchange Commission (SEC).26 Because of these regulations, some platforms cannot
offer their services in certain countries, or they cannot offer certain products or transactions.
Unregulated platforms carry much greater risks, as they do not provide some of the guarantees offered
by their regulated competitors. This paper focuses only on regulated platforms.

Secondly, whilst in the traditional interaction between the broker and the customer, the former
could warn the latter about the potential risks surrounding an asset, on brokerage platforms it is
the primary responsibility of the customer to diligently check each asset they invest in or trade.
Different platforms will offer services such as the opinions of experts and various charts and graphs
one can use to predict market movements. However, often this requires extensive technical knowledge
and continuous market research, which the average person, especially a beginner, does not possess.

This leads to the third point, lack of knowledge. Most customers have never had experience in finan-
cial markets and are not even familiar with the basic terms, such as opening a BUY or a SELL position,
or buying an asset with leverage or without, as a CFD or as an underlying asset. Thus, the potential to
lose money is high. In fairness, most regulated platforms will offer the chance to first practise with vir-
tual money, they will send volatility alerts and alert future customers that most people lose money when
trading or investing. Nevertheless, new traders and investors are often confronted with a significant lack
of knowledge and due diligence that is required when trading or investing in real assets with real money.

These are some of the immediate risks carried by these platforms. However, in this paper we will
focus on the lack of protections for vulnerable groups, who – in our opinion – can easily be overlooked
by the platforms and the regulators. Before turning to a more detailed analysis of the issues faced by
vulnerable groups, let us briefly look at the UK regulatory framework and regulatory authorities; the
FCA and the UK Financial Services and Markets Act 2000 (FSMA 2000). We will also briefly mention
the European Securities and Markets Authority (ESMA) and the EU’s MiFiD II framework, which
have influenced the current UK regulatory framework.

2. The current regulatory framework in the UK: no references to vulnerable groups

In the previous section we discussed how one has to differentiate between regulated and unregulated
brokers. In this section we will focus on the current UK regulatory framework in order to understand
whether it covers online brokerage platforms and to check whether any provisions exist that are aimed
to protect vulnerable groups.

As is well known, the UK has left the EU and the new UK-EU Trade and Cooperation Agreement
does not cover financial services.27 Nevertheless, the existing UK legislative framework on financial
markets, the FSMA 2000,28 and various practices of the FCA have been greatly influenced by several
secondary EU law instruments29 and the practices of ESMA30 prior to Brexit. Among the most

24The UK FCA, available at https://www.fca.org.uk.
25The Cyprus Securities and Exchange Commission, available at https://www.cysec.gov.cy/en-GB/home/.
26US Securities and Exchange Commission, available at https://www.sec.gov.
27The full text of the agreement can be found at https://ec.europa.eu/info/relations-united-kingdom/eu-uk-trade-and-

cooperation-agreement_en.
28Financial Services and Markets Act 2000 (FSMA 2000).
29See for example Pt XIII of the FSMA 2000 on incoming firms from the European Economic Area.
30ESMA ‘ESMA in brief’, available at https://www.esma.europa.eu/about-esma/esma-in-brief. ESMA is an independent EU

authority tasked with ‘safeguarding the stability of the EU’s financial system by enhancing the protection of investors and
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important and recent EU instruments that have influenced the UK framework, one can mention
Directive 2014/65/EU (MiFID II) on markets in financial instruments31 and EU Regulation 600/
2014 (MiFIR) on markets in financial instruments.32

The UK has one of the most robust financial market regulatory frameworks and most of the online
brokerage platforms operating in Europe are also authorised by the FCA. In the UK, the FCA is the
conduct regulator for financial services firms and financial markets.33 It was established on 1 April
2013, replacing the previous Financial Services Authority,34 with a view to protecting consumers
and financial markets, and promoting competition.35 The strategic objective of the FCA is to make
sure that the relevant financial markets function well. The FCA pursues three key objectives: consumer
protection; integrity; and competition (FSMA 2000, s 1B). Besides the FCA, the Bank of England also
acts as the Prudential Regulation Authority (PRA), with the objective of promoting the safety and
soundness of PRA-authorised persons (FSMA 2000, s 2B).

The FSMA 2000 is the primary legal instrument in the UK for the regulation of financial markets.
The activities regulated by the FSMA 2000 mainly relate to an ‘investment of a specified kind’, invest-
ment including any asset, right or interest (FSMA 2000, s 22). Various legal and natural persons can
make an application to the FCA to carry out one or more regulated activities (FSMA 2000, s 55).
Among the most popular platforms in Europe, eToro and Trading 212 are also authorised by the
FCA. However, very recently the FCA prohibited one of the biggest online platforms for the trading
of crypto currencies, Binance, from undertaking any regulated activities in the UK.36

If the FCA concludes that a person is performing a controlled activity without approval, it can
impose a penalty of such amount ‘as it considers appropriate’ (FSMA 2000, s 63A), a power which
it has used in the past.37 The FSMA 2000 also includes detailed rules on the listing of securities (Pt
VI), the control of business transfers (Pt VII), market abuse (Pt VIII), and short selling (Pt 8A).

Pursuant to Pt XV of the FSMA 2000, the Financial Services Compensation Scheme was set up. The
Compensation Scheme is meant to pay compensation to a claimant, in case the firm used for financial
transactions has gone out of business.38 If the firm failed after 1 April 2019, the person is eligible to
receive compensation up to £85,000 per firm.39 In other words, if a client has a trading or investing
account with two online brokers, in case of the default of both brokers, the client is covered up to
£85,000 for each broker. The FSMA 2000 also includes provisions on an Ombudsman Scheme to settle
certain disputes (Pt XVI), consumer protection (Pt 16A), recognised investment exchanges and clear-
ing houses (Pt XVIII), and the suspension and removal of certain financial instruments (Pt 18A).

promoting stable and orderly financial markets’. It became operational on 1 January 2011, established by EU Regulation
1095/2010 and replacing the Committee of European Securities Regulators. ESMA works closely with the European
Banking Authority and various national supervisory and regulatory authorities.

31Directive 2014/65/EU of the European Parliament and of the Council of 15 May 2014 on markets in financial instru-
ments and amending Directive 2002/92/EC and Directive 2011/61/EU [2014] OJ L173/349 (MiFID II).

32Regulation (EU) No 600/2014 of the European Parliament and of the Council of 15 May 2014 on markets in financial
instruments and amending Regulation (EU) No 648/2012 [2014] OJ L173/84 (MiFIR).

33See FSMA 2000, Pt 1A, Ch 1.
34For a commentary on the duties of the former FSA, see J Bracewell and N Foster ‘A view from the United Kingdom. The

Financial Services and Market Act takes effect’ (2002) 119 Banking Law Journal 364.
35FCA ‘About the FCA’, available at https://www.fca.org.uk/about/the-fca; FSMA 2000, s 1A.
36FCA ‘Consumer Warning on Binance Limited and the Binance Group’, available at https://www.fca.org.uk/news/news-

stories/consumer-warning-binance-markets-limited-and-binance-group.
37The FCA does not shy away from using its powers to impose penalties, as showcased by the 2014 foreign exchange rig-

ging scandal when several banks were fined £2 billion. See J Treanor ‘Banks fined a record £2bn over foreign exchange rig-
ging’ (The Guardian, 12 November 2014), available at https://www.theguardian.com/business/2014/nov/12/banks-fined-
record-2bn-foreign-exchange-rigging.

38Financial Services Compensation Scheme (FSCS), available at https://www.fscs.org.uk.
39FSCS ‘FSCS protection for investments’, available at https://www.fscs.org.uk/what-we-cover/investments/. Art 6 of

Directive 2014/49/EU (on deposit guarantee schemes, OJ L 73/149) also requires the setting up of a Deposit Guarantee
Scheme, guaranteeing the protection of bank deposits up to €100,000. See De Haan et al, above n 12, p 100.
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Pursuant to s 347 of the FSMA 2000, the FCA also needs to maintain a record of every authorised
operator, which must contain a set of minimum information about the operator. For this purpose, the
FCA set up the Financial Services Register,40 where one can check whether the online financial services
provider is authorised by the FCA. The FSMA 2000 also includes provisions on illegal money lending
(Pt 20B), provisions on auditing (Pt XXII) and insolvency (Pt XXIV). The website of the FCA is also
quite informative and is meant to provide useful information, including on how to avoid scams by
unauthorised operators.41

The FCA provides further protections for consumers. For example, s 7.13 of the Client Assets
Sourcebook (CASS) requires operators to segregate a client’s money from the firm’s own money as a
way of protecting the client’s assets.42 In 2015 this system was strengthened by the Financial Reporting
Council, which developed new, mandatory assurance standards for the safekeeping of clients’ assets.43

Furthermore, in 2019, ESMA made temporary restrictions on the trading of contracts for difference
(CFDs). The FCA decided to follow ESMA’s rules and make the restrictions permanent. Thus, brokers
are required to limit the amount of leverage that retail clients can use (between 30:1 and 2:1), and if the
client’s CFD position falls to 50% of the margin needed to maintain the position open, the broker must
automatically close the position.44 As mentioned in Section 2, whenever the customer opens a lever-
aged CFD position, they technically borrow money from the broker to cover the difference. This
means that if the value of the trade falls below a certain value, the customer could owe money to
the broker. Following the new rule, the CFD position is automatically closed at a loss of 50%.

However, whilst the current regulatory framework seems quite extensive, there are some more crit-
ical observations that need to be made. First, according to Chiu and Brener, the current regulatory
framework does not adequately protect retail customers in non-advisory, ‘execution-only’ contexts
(when the financial service providers act only as intermediaries, such as online brokerage platforms),
except for the financial service provider’s communication duties.45 Furthermore, they argue that the
FCA’s enforcement policy and practice contains several deficiencies, such as issues concerning trans-
parency, consistency, and effectiveness.46

Secondly, there is also a lack of rules on vulnerable groups in the current regulatory framework. In
order to address this second point, after we had mapped out the UK regulatory framework, we pro-
ceeded to check whether the FSMA 2000, the CASS, and the Financial Compensation
Scheme included any provisions on vulnerable groups. Our search did not find any provisions con-
cerning such groups. We had also contacted the FCA to check whether we might have missed
some other regulatory sources, but we were told that we had covered the relevant framework.

We then thought that the silence on vulnerable groups might have been a result of a possible faulty
implementation or transposition of the previously mentioned EU measures, the MiFID II Directive,
and the MiFIR Regulation. Therefore, we proceeded to check the EU measures in detail as well.
Whilst we did not find any specific mentions of vulnerable groups, we did come across two EU provi-
sions that could be useful for vulnerable people based in the EU. Pursuant to Article 24(5) MiFID II,
‘investment firms’ must provide information to their clients in a comprehensible form, so they can
reasonably understand the nature and risks of their investments. Furthermore, Articles 12–13 of

40Financial Services Register, available at https://www.fca.org.uk/firms/financial-services-register.
41See https://www.fca.org.uk/scamsmart/forex-trading-scams.
42See https://www.handbook.fca.org.uk/handbook/CASS/7/13.html.
43B Babington ‘Providing assurance on client assets to the Financial Conduct Authority’ (2018) 10(3) Journal of Securities

Operations & Custody 198.
44FCA ‘FCA confirms permanent restrictions on the sale of CFDs and CFD-like options to retail consumers’ (1 July 2019),

available at https://www.fca.org.uk/news/press-releases/fca-confirms-permanent-restrictions-sale-cfds-and-cfd-options-retail-
consumers.

45IH-Y Chiu and AH Brener ‘Articulating the gaps in financial consumer protection and policy choices for the Financial
Conduct Authority – moving beyond the question of imposing a duty of care’ (2019) 14(2) Capital Markets Journal 217 at
236; a definition of ‘execution-only’ is set out at 221.

46Ibid, at 244–245.
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MiFIR provide for the obligation of the operators to ensure non-discriminatory access to pre- and
post-trade data. One could interpret this provision to include people with certain disabilities.
Having this information, we then proceeded to re-check the UK regulatory framework, but we did
not find the UK equivalent of these EU provisions. We did discover that the FSMA 2000 in s 87A
includes as a criterion for the approval of a listing prospectus by the FCA that the prospectus be ‘pre-
sented in a form which is comprehensible and easy to analyse’. However, this obligation refers to the
listing of securities in UK regulated markets, such as the London Stock Exchange, and does not
include a general obligation such as the one found in the EU regulatory framework.

In conclusion, the current regulatory framework in the UK – inspired also by the EU regulatory
framework and the work of ESMA – offers quite extensive protections. The rules on transparency
were strengthened, brokers need to be authorised to perform their activities, and in the case of the
brokers’ insolvency the customers can receive compensation up to a certain level. Furthermore, the
client’s money is segregated from that of the firm, and the detrimental effects of CFDs and leveraged
trading are mitigated for retail customers. Nevertheless, the UK regulatory framework overlooks vul-
nerable groups and does not include safeguards for children or people with disabilities.

3. Potential implications

(a) Gambling versus online trading: the question of vulnerability

In Section 2 we discussed how the current UK regulatory framework for trading and investing in
financial assets overlooks certain vulnerable groups. In this section we draw a comparison between
online trading and online gambling, highlighting how the current UK regulatory (the Gambling
Act 2005) and policy framework for online gambling protects certain vulnerable groups. From this
comparison, we draw inspiration for potential solutions in Section 4.

Section 3 of the UK Gambling Act 2005 defines ‘gambling’ as gaming, betting, or participating in a
lottery. As mentioned in Section 1 above, when it comes to financial assets, one can differentiate
between investing (long-term) – when the investor is interested in the long-term prospects of a com-
pany – and trading (short-term) – when the trader is interested in the short-term price movements of
a financial asset. However, regardless of the time scale, in both situations the investor or trader is ‘bet-
ting’ money on certain price movements of the underlying asset with the expectation or hope of mak-
ing money. Thus, both investing and trading would meet the dictionary definition of gambling, the
difference being the time horizon. The best way of mitigating the detrimental effects of certain
price movements is by diversifying one’s portfolio47 into multiple assets and sectors of the economy.48

This ensures that a potential downturn affecting one economic sector or one financial asset will only
affect a small part of the portfolio. Contrary to this, a bad strategy is to invest one’s entire money in
one asset or one economic sector. This is no different from gambling, and one often sees retail traders
‘bet’ all their money on one asset or one economic sector.

The following sections examine the difference in protection for children, vulnerable adults and
women in the online trading space, compared to online gambling, and in an ancillary manner also
drawing inspiration from Etridge (No 2).

(b) Children and young people

The involvement of children and young people in both online and ‘bricks and mortar’ gambling is
heavily scrutinised and regulated in the UK. Indeed, the UK Gambling Act 2005, s 1(1) states that:

47Day traders and swing traders will often use various technical indicators to predict certain price movements, such as
Candlesticks, the Relative Strength Index (RSI), Moving Averages, MACD charts, etc. Whilst a combination of indicators
might help the trader make a more informed decision, in times of high volatility (eg in 2020–2021) the indicators are
often not of much use. See Schlotmann and Czubatinski, above n 17.

48See Kratter, above n 14. Large institutional investors, such as pension funds, are often required by law to follow the ‘pru-
dential person rule’ and diversify their portfolios. See De Haan et al, above n 12, p 267.
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‘In this Act a reference to the licensing objectives is a reference to the objectives of […] protecting
children and other vulnerable persons from being harmed or exploited by gambling’. Furthermore,
s 46 of the Act states that a licensee commits an offence if they ‘invite, permit or cause a child or
young person to gamble’ outside of certain conditions, including non-commercial betting, licensed
family venues and fairs and playing in a lottery.49 However, in April 2021, the UK Government raised
the age limit for participating in the National Lottery to 18 years of age in order to standardise the
approach to harm prevention.50 Section 24 of the Gambling Act 2005 also requires the Gambling
Commission to produce Codes of Practice to meet the needs of vulnerable people and address
harms. In 2021, the Advertising Standards Agency (ASA) published a report on the need to ensure
that guidelines are updated in order to limit children’s exposure to gambling adverts in light of a
shift from television to social media exposure.51 There has also been a move to block the inclusion
of gambling adverts from websites which do not have age barring or log-in criteria.52 Moreover, a
2019 Regulatory Statement from the Committee of Advertising Practice (CAP) referenced a variety
of research over recent years highlighting the impact of online gambling on children and young peo-
ple. According to the Statement, 7% of respondents between 11–16 years of age had spent money that
they were not otherwise planning to on gambling as a result of [emphasis added] social media adver-
tising exposure.53

In the context of online trading, though people under the age of 18 are unable to hold a trading
account in their own name that is not to say that they could not gain access to these accounts. As
the majority of applications for trading accounts rely on self-declaration and the upload of supporting
documents54 there seems to be very little material scope by which service providers could prevent a
child from accessing a trading account should they be able to persuade a family member to open
an account on their behalf or by using the documents of an adult family member. Research into online
gambling indicated that 7% of respondents to a 2017 Gambling Commission study had gambled
online on their parents’ account.55 Moreover, some providers of investment accounts, such as
Hargreaves Lansdown, offer the ability for guardians to open a trading account on behalf of a child
online, with the proceeds held in a Bare Trust until the child reaches the age of 18.56 Whilst such
accounts require a parent or guardian to open the account on the child’s behalf, the fact that the appli-
cation process is entirely online means that there is little that the service providers could do to ensure
that the children are not making the trades themselves. Furthermore, the fact that accounts are offered
for the benefit of children may lead guardians to believe that there is an element of a ‘halo effect’, for
example that children’s engagement with them is less likely to be harmful. Kolowski identified the

49Gambling Act 2005, s 46(2)(a)–(i).
50Department for Digital, Culture, Media & Sport ‘Consultation outcome Government response to the consultation on the min-

imum age to play National Lottery games’ (8 December 2020), available at https://www.gov.uk/government/consultations/consult-
ation-on-the-minimum-age-for-playing-national-lottery-games/outcome/government-response-to-the-consultation-on-the-minimum-
age-to-play-national-lottery-games.

51Advertising Standards Agency ‘Children’s exposure to TV ads for gambling and alcohol: a 2019 update’ ABC News (22
May 2020), available at https://www.asa.org.uk/news/children-s-exposure-to-tv-ads-for-gambling-and-alcohol-a-2019-
update.html.

52Committee of Advertising Practice ‘New standards protecting children from irresponsible gambling ads’ CAP News (13
February 2019), available at https://www.asa.org.uk/news/new-standards-protecting-children-from-irresponsible-gambling-ads.
html.

53Committee of Advertising Practice ‘Regulatory statement: gambling advertising guidance protecting children and young peo-
ple’ (13 February 2019), available at https://www.asa.org.uk/uploads/assets/uploaded/43072c78-8a0e-4345-ab21b8cbb8af7432.pdf,
p 15.

54One of the authors managed to open an account on one of the platforms in less than 10 minutes.
55Gambling Commission ‘Young people and gambling 2017 A research study among 11–16 year olds in Great Britain’

(December 2017), available at https://cliftondavies.com/wp-content/uploads/2017/12/GC-Young-People-Gambling-2017-
Report.pdf, p 5.

56Hargreaves Lansdown ‘Junior investment account’ (nd), available at https://www.hl.co.uk/investment-services/investing-
for-children/junior-investment-account.
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existence of the halo effect in terms of banking behaviour in their research into consumer perception
of their bank’s performance compared to others.57

Whilst no such statistics currently exist for the use of online trading platforms amongst children in the
UK, many similar tactics are used in both the advertising and set-up of online brokerage sites as with gam-
bling advertising on social media. For example, the trading platform eToro advertises itself as a ‘Social
Trading Platform’58 and utilises many of the same functions as social media sites, including animation,
chat, emojis (see Figure 1) which are likely to be attractive, familiar and reassuring to younger users,
which may keep them online.59 Long-time investors, such as Michael Burry,60 have recently criticised
online trading apps, such as Robinhood, as a ‘dangerous casino’ that gamify trading and investing.61

Additionally, young people’s confidence in using social-style platforms may also make them less
aware of or able to navigate or identify potential sources of risk62 in terms of their choices and beha-
viours. In turn, this may make them more vulnerable to investing higher amounts than they can afford
or intend to risk (for example by using higher leverage, as explained in Section 1), as social media
perpetuates images of perfection to users.63 This is also perpetuated by external social media such
as Youtube, including videos with titles such as: ‘Meet the 10-year old investors that are learning
how to beat the market’, ‘Yes, even kids can invest in the stock market’, ‘Whiz Kid Makes $300,000
Trading Penny Stocks’, and ‘13 Year Old Made $78,000 TRADING Stock Options’.64 The catchy titles
and the short duration of the videos create the illusion that day trading and investing are a quick way
of making money and are risk free. Instagram has also been utilised by traders to peddle a lifestyle of
luxury to young people through extravagant images and hashtags as part of Binary Option products
trading,65 which are highlighted by the FCA as highly volatile with 82% of monies being lost.66 This is
evidenced by the fact that prior to January 2018 these products were regulated by the Gambling
Commission, rather than the FCA.

Social media offers a way for young people who have been enticed by the images of success to buy
into these products and services, but who eventually lose money to gain it back by signing up to
become influencers themselves and earning commission on the numbers of people that they too
sign up by using the same tactics. The sale of binary trading options was banned in the UK in
April 2019 in response to the high levels of fraud and exploitation of young people.67

57L Kozlowski ‘The halo effect in banking: evidence from local markets’ (2018) 68(5) Czech Journal of Economics and
Finance 416.

58eToro ‘Trade with confidence on the world’s leading social trading platform’ (nd), available at https://www.etoro.com/#:
~:text=eToro%20is%20the%20world%E2%80%99s%20leading%20social%20trading%20platform%2C,well%20as%20trading
%20CFD%20with%20different%20underlying%20assets.

59Baroness Kidron et al Disrupted Childhood: The Cost of Persuasive Design (5 Rights Foundation: 2018) Ch 3 ‘Strategies
that keep users online’ pp 20–27.

60Featured in the popular movie The Big Short (2015). He predicted the US housing market crash in 2008.
61T Mohamed ‘“Big Short” investor Michael Burry blasts trading apps, calls Robinhood a “dangerous casino”’ (9 February

2021), available at https://www.businessinsider.co.za/big-short-investor-michael-burry-robinhood-trading-apps-dangerous-
casino-2021-2.

62M McMahon and EA Kirley ‘When cute becomes criminal: emoji, threats and online grooming’ (2019) 21 Minnesota
Journal of Law, Science & Technology 37 at 43–46 and Sherbert Research for Ofcom ‘Children’s online behaviour: issues of
risk and trust: qualitative research findings’ (2014) p 5, available at https://www.ofcom.org.uk/__data/assets/pdf_file/0028/
95068/Childrens-online-behaviour-issues-of-risk-and-trust.pdf.

63M Anderson and J Jiang ‘Teens, social media & technology 2018’ (31 May 2018), available at https://www.pewresearch.
org/internet/2018/05/31/teens-social-media-technology-2018/.

64Various ‘Kids and day trading’ (YouTube, nd), available at https://www.youtube.com/results?search_query=kids+day
+trading.

65S Brown ‘Fake it till you make it: meet the wolves of Instagram’ (The Guardian, 19 April 2018), available at https://www.
theguardian.com/news/2018/apr/19/wolves-of-instagram-jordan-belmont-social-media-traders.

66Ibid.
67FCA confirms permanent ban on the sale of binary options to retail consumers Statements First published: 29/03/2019

Last updated: 29/03/2019, https://www.fca.org.uk/news/statements/fca-confirms-permanent-ban-sale-binary-options-retail-
consumers.
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Evidence of the harm which might be caused to young people by engaging with online trading plat-
forms can be seen in the case of a 20-year-old American student, Alex Kearns, who committed suicide
after mistakenly believing that he owed $730,000 to the broker on the Robinhood trading platform,
following an automated reply from customer services when he asked for clarification.68 His parents
brought a civil lawsuit accusing the platform of negligently targeting inexperienced customers and fail-
ing to ensure that they had sufficient funds to cover the cost of the trades made.69

Under the proposed online safety legislation in the UK, there is possibility that similar cases could
be brought against companies in the UK. In December 2020 the UK Government released the Online
Harms White Paper, which outlined plans for new legislation of accountability and oversight for
online and tech companies in keeping children and vulnerable people safe online.70 The paper focused
specifically on addressing criminal conduct, as well as the prevention of suicide and self-harm.71

Reference was also made to the framework already in place to mitigate the potential harms of online
gambling,72 however, no reference was made to the online trading of financial assets. Nevertheless, the
proposed Online Safety Bill will apply to online marketplaces, which may offer some protection, but
the application of the proposed Bill to online trading is not yet clear.73 Therefore, it is crucial that these
issues are considered in order to meet the duty of care imposed by the proposed Online Safety Bill and
also to prevent the courts being overwhelmed with cases.

(c) Vulnerable adults and those with disabilities

By virtue of s 24 of the Gambling Act 2005, the Gambling Commission also has a remit to produce
codes of practice to ensure that vulnerable adults and those with disabilities are not disproportionately
harmed by gambling.74 In response, the industry has developed a number of initiatives such as Gamble
Aware,75 self-exclusion measures76 and preventing the use of credit cards to fund online gambling.77

The Royal College of Psychiatrists in the UK highlights the link between existing mental health con-
ditions and problem gambling.78 National Health Service England data indicates that:

The number of gambling related hospital admissions has more than doubled in the last six years
from 150 to 321. Cases of pathological gambling, where people turn to crime to fund their addiction
has increased by a third in the last 12 months, bringing the total to 171. The steady rise in admis-
sions has prompted the NHS to commit to opening 14 new problem gambling clinics by 2023/24.79

68G Massie ‘Family of Robinhood suicide trader reveal tragic deals and missteps that led to his “avoidable” death’ (Independent,
10 February 2021), available at https://www.independent.co.uk/news/world/americas/robinhood-suicide-trader-kearns-b1800039.
html.

69Kearns v Robinhood LLC, Robinhood Securities LLC, Robinhood Markets INC and Does 1–10 Superior Court of the State
of California for the County of Santa Clara, Case Number: 21CV375872 paras 1–9.

70Department for Digital, Culture, Media & Sport ‘Online Harms White Paper’ (15 December 2020), available at https://
www.gov.uk/government/consultations/online-harms-white-paper/online-harms-white-paper#part-1-introduction.

71Ibid.
72Ibid.
73Department for Digital, Culture, Media & Sport ‘UK leads the way in a “new age of accountability” for social media’ (15

December 2020), available at https://www.gov.uk/government/news/uk-leads-the-way-in-a-new-age-of-accountability-for-
social-media.

74Gambling Act 2005, s 24(2)(b) and (c).
75BeGambleAware ‘About us’ (nd), available at https://www.begambleaware.org/about-us.
76Gambling Commission ‘National strategy to reduce gambling harms’ (24 April 2019), available at https://www.gambling-

commission.gov.uk/manual/national-strategy-to-reduce-gambling-harms/prevention-and-education-overview.
77Gambling Commission ‘Gambling on credit cards to be banned from April 2020’ (14 January 2020), available at https://

www.gamblingcommission.gov.uk/news-action-and-statistics/news/2020/Gambling-on-credit-cards-to-be-banned-from-
April-2020.aspx.

78Royal College of Psychiatrists ‘Problem gambling’ (February 2014), available at https://www.rcpsych.ac.uk/mental-health/
problems-disorders/problem-gambling.

79NHS England ‘NHS fighting back against rising tide of gambling ill health’ NHS News (28 December 2019), available at
https://www.england.nhs.uk/2019/12/nhs-fighting-back-against-gambling/.

388 Szilárd Gáspár-Szilágyi and Abigail Pearson

https://doi.org/10.1017/lst.2021.51 Published online by Cambridge University Press

https://www.independent.co.uk/news/world/americas/robinhood-suicide-trader-kearns-b1800039.html
https://www.independent.co.uk/news/world/americas/robinhood-suicide-trader-kearns-b1800039.html
https://www.independent.co.uk/news/world/americas/robinhood-suicide-trader-kearns-b1800039.html
https://www.gov.uk/government/consultations/online-harms-white-paper/online-harms-white-paper#part-1-introduction
https://www.gov.uk/government/consultations/online-harms-white-paper/online-harms-white-paper#part-1-introduction
https://www.gov.uk/government/consultations/online-harms-white-paper/online-harms-white-paper#part-1-introduction
https://www.gov.uk/government/news/uk-leads-the-way-in-a-new-age-of-accountability-for-social-media
https://www.gov.uk/government/news/uk-leads-the-way-in-a-new-age-of-accountability-for-social-media
https://www.gov.uk/government/news/uk-leads-the-way-in-a-new-age-of-accountability-for-social-media
https://www.begambleaware.org/about-us
https://www.begambleaware.org/about-us
https://www.gamblingcommission.gov.uk/manual/national-strategy-to-reduce-gambling-harms/prevention-and-education-overview
https://www.gamblingcommission.gov.uk/manual/national-strategy-to-reduce-gambling-harms/prevention-and-education-overview
https://www.gamblingcommission.gov.uk/news-action-and-statistics/news/2020/Gambling-on-credit-cards-to-be-banned-from-April-2020.aspx
https://www.gamblingcommission.gov.uk/news-action-and-statistics/news/2020/Gambling-on-credit-cards-to-be-banned-from-April-2020.aspx
https://www.gamblingcommission.gov.uk/news-action-and-statistics/news/2020/Gambling-on-credit-cards-to-be-banned-from-April-2020.aspx
https://www.gamblingcommission.gov.uk/news-action-and-statistics/news/2020/Gambling-on-credit-cards-to-be-banned-from-April-2020.aspx
https://www.rcpsych.ac.uk/mental-health&sol;problems-disorders&sol;problem-gambling
https://www.rcpsych.ac.uk/mental-health&sol;problems-disorders&sol;problem-gambling
https://www.rcpsych.ac.uk/mental-health&sol;problems-disorders&sol;problem-gambling
https://www.england.nhs.uk/2019/12/nhs-fighting-back-against-gambling/
https://www.england.nhs.uk/2019/12/nhs-fighting-back-against-gambling/
https://doi.org/10.1017/lst.2021.51


Online gambling and online trading behaviour can be linked by the concept of ‘Fear of Missing
Out’ (FoMO). Online trading and increased access to ‘live’ investment information and tips (see
Figure 2) via mobile phones, increases the impact and sense of FoMO80 around trading decisions
and lowers the perception of risk.81

Li and Griffiths also identified that ‘individuals with high levels of FoMO were more likely to show
impulsivity and spend a longer time gaming, and these factors were associated with Gambling
Disorder’.82 An American study into problem gambling online amongst teenagers highlighted
excitement-seeking as a key component in the development of problem gambling behaviours.83 The
link between dopamine and excitement is well documented,84 whilst a 2012 study of successful
Wall Street traders indicated that the 60 subjects had:

[…] a genetic profile associated with balanced levels of dopamine, and also linked to moderate
but not high risk-taking behaviour. Thus, successful traders do not appear to take extraordinary
risks and also appear to take a longer-term perspective.85

In addition to the potential comorbidities between mental health conditions and problem gambling, in
guidance to practitioners the Law Society highlights that financial abuse of people with disabilities and
vulnerable adults is increasing due to factors such as social isolation and advances in technology.86 As
discussed, some of the major trading platforms operating in the UK have seen tremendous increases in
their customer numbers during the Covid-19 lockdowns, their customers now often numbering in the
tens of millions.

Financial abuse and ‘mate crime’ are significant concerns for vulnerable adults and those with dis-
abilities. The UK Care Act 2014 defines financial abuse as: ‘having money or other property stolen,
being defrauded, being put under pressure in relation to money or other property, and having

Figure 2. one user sharing his tips with other users

80H Hershfield ‘How availability bias and FOMO can impact financial decision-making’ (September 2020), available at
https://www.avantisinvestors.com/content/dam/ac/pdfs/ipro/viewpoint/avantis-availability-bias.pdf.

81A Shiva et al ‘What drives retail investors’ investment decisions? Evidence from no mobile phone phobia (nomophobia)
and investor fear of missing out (I – FOMO)’ (2020) 11 Journal of Content, Community & Communication 1 at 1–2.

82L Li et al ‘Fear of missing out (FoMO) and gaming disorder among Chinese university students: impulsivity and game
time as mediators’ (2020) 41(12) Issues in Mental Health Nursing 1104.

83L Fahat et al ‘Excitement-seeking gambling in adolescents: health correlates and gambling-related attitudes and beha-
viors’ (2021) 37 Journal of Gambling Studies 43.

84ES Bromberg-Martin et al ‘Dopamine in motivational control: rewarding, aversive, and alerting’ (2010) 68(5) Neuron
815.

85S Sapra et al ‘A combination of dopamine genes predicts success by professional Wall Street traders’ (2012) 7(1) PLoS
One 1.

86The Law Society ‘Client care: financial abuse’ (14 July 2020), available at https://www.lawsociety.org.uk/Topics/Client-
care/Guides/Financial-abuse.

Legal Studies 389

https://doi.org/10.1017/lst.2021.51 Published online by Cambridge University Press

https://www.avantisinvestors.com/content/dam/ac/pdfs/ipro/viewpoint/avantis-availability-bias.pdf
https://www.avantisinvestors.com/content/dam/ac/pdfs/ipro/viewpoint/avantis-availability-bias.pdf
https://www.lawsociety.org.uk/Topics/Client-care/Guides/Financial-abuse
https://www.lawsociety.org.uk/Topics/Client-care/Guides/Financial-abuse
https://doi.org/10.1017/lst.2021.51


money or other property misused’.87 Financial abuse can also encompass ‘mate crime’, which occurs
when a person with a disability is brought into ‘fraudulent friendship’88 by parties without disabilities
in order that they might gain a benefit.

Additionally, the Covid-19 pandemic has led to a change in the way in which vulnerable adults are
accessing financial services, moving to distance means of use. However, difficulties still remain. FCA
data indicates that:

Adults with poor mental health or low mental capacity or cognitive difficulties: 42% of these peo-
ple found dealing with customer services on the phone confusing or difficult; 30% of adults with
physical disabilities found dealing with customer services on the phone confusing or difficult.
Adults with a hearing or visual impairment: 40% of these people found dealing with customer
services on the phone confusing or difficult; and 25% struggled to follow instructions which
makes it hard for them to interact with financial services providers.89

As with the points raised concerning children and access to trading accounts due to online applica-
tions, there appears to be little that could be done in practice to prevent people being coerced into
providing funds or opening an account for online trading purposes. As with the previous section,
this highlights the incongruity between the regulation of gambling-related and other transactions
and online trading.

The issue of ensuring that people with disabilities are not exploited by online trading platforms
must also be balanced with not automatically excluding them from taking part due to paternalistic
attitudes around disability and the ability to enter into contracts. This is evident from Article 12 of
the United Nations Convention on the Rights of Persons with Disabilities (CRPD) 2006. The UK rati-
fied the CRPD in 2009.90 Varney argues that focus should shift away from the medical perspectives on
disability to focusing on the context of the transaction and other factors which could apply to anyone
without a disability.91 This focus on context is also particularly important in relation to potential ‘mate
crime’ because if the trades were to be carried out by a person without a disability, but with misap-
propriated funds, obtained under the pretence of a friendship, such as one friend helping out another
or via duress, the incapacity defence would be unlikely to succeed, as the person making the trades
would have capacity. Yet the person who suffered the loss and risked the capital, without the potential
to gain from this, may not.

Focusing on the needs of people with disabilities could also improve the transparency of these
platforms generally, because the CRPD emphasises that people with disabilities need to be supported
in exercising their legal capacity with access to clear information expressed in multiple formats and
ordinary language.92 This may be able to combat the use of small print and overly complicated
terms and conditions, which could benefit all users, by increasing clarity and as a result awareness
of risks. Easy read documents, characterised by simple language, supported by images93 could be
useful in achieving this.

87Care Act 2014, s 42(3) (UK).
88R Landman ‘“A counterfeit friendship” – understanding mate crime’ Research in Practice (4 February 2020), available at

https://www.researchinpractice.org.uk/adults/news-views/2020/february/a-counterfeit-friendship-understanding-mate-crime/.
89FCA ‘Financial lives 2020 survey: the impact of coronavirus’ (11 February 2021), available at https://www.fca.org.uk/publications/

research/financial-lives-2020-survey-impact-coronavirus.
90Gov.uk, ‘UN Convention on the Rights of Persons with Disabilities: initial report on how the UK is implementing it’ (24

November 2011), available at https://www.gov.uk/government/publications/un-convention-on-the-rights-of-persons-with-
disabilities-initial-report-on-how-the-uk-is-implementing-it.

91E Varney ‘Redefining contractual capacity? The UN Convention on the Rights of Persons with Disabilities and the incap-
acity defence in English contract law’ (2018) 37(3) Legal Studies 493.

92CRPD, Arts 12 and 21.
93Easy Read UK ‘Making information easy read’ Hassell Inclusion (19 December 2018), available at https://www.easyreaduk.co.

uk/making-information-easy-read/.

390 Szilárd Gáspár-Szilágyi and Abigail Pearson

https://doi.org/10.1017/lst.2021.51 Published online by Cambridge University Press

https://www.researchinpractice.org.uk/adults/news-views/2020/february/a-counterfeit-friendship-understanding-mate-crime/
https://www.researchinpractice.org.uk/adults/news-views/2020/february/a-counterfeit-friendship-understanding-mate-crime/
https://www.fca.org.uk/publications/research/financial-lives-2020-survey-impact-coronavirus
https://www.fca.org.uk/publications/research/financial-lives-2020-survey-impact-coronavirus
https://www.fca.org.uk/publications/research/financial-lives-2020-survey-impact-coronavirus
https://www.gov.uk/government/publications/un-convention-on-the-rights-of-persons-with-disabilities-initial-report-on-how-the-uk-is-implementing-it
https://www.gov.uk/government/publications/un-convention-on-the-rights-of-persons-with-disabilities-initial-report-on-how-the-uk-is-implementing-it
https://www.gov.uk/government/publications/un-convention-on-the-rights-of-persons-with-disabilities-initial-report-on-how-the-uk-is-implementing-it
https://www.easyreaduk.co.uk/making-information-easy-read/
https://www.easyreaduk.co.uk/making-information-easy-read/
https://www.easyreaduk.co.uk/making-information-easy-read/
https://doi.org/10.1017/lst.2021.51


The UK also created web accessibility standard ISO 30071-1, which is the most recently published
standard and is meant to assist private companies with making their websites accessible to people
with disabilities and understanding the business case for this.94 Whilst there has not been any litigation
between consumers and businesses with regard to the accessibility of their websites, inaccessible websites
could lead to a claim in discrimination under the UK Equality Act 2010, s 20, if a potential claimant
could argue that failure to make ‘reasonable’ adjustments to remove barriers to access left them at a sub-
stantial disadvantage compared to those without a disability. In 2012 the Royal National Institute of
Blind People settled out of court with the now defunct travel company, BMI Baby, for their slow progress
in ensuring accessibility on their website.95 The failure of platforms to question potentially exploitative
transactions or to ensure accessible information could lead to a successful discrimination claim.

(d) The potential for undue influence and coercion in domestic relationships

Finally, the lack of regulation of online trading also appears incompatible with the impact of Royal Bank
of Scotland plc v Etridge (No 2). This case dealt with a number of appeals brought by women who had
been coerced or persuaded to agree to leverage the family home as surety for loans to support the devel-
opment of their husbands’ businesses. As a consequence of the ruling, under certain circumstances len-
ders are ‘put on notice’ of the possibility of undue influence and must ensure the surety has received
independent legal advice. This legal advice must cover: the possibility of losing the asset, should the
business fail to prosper, including the possibility of bankruptcy; the full value of the loan being
taken out and its relation to the available assets; that the party understands that the lender may vary
the terms of the loan; checking that the client agrees to the terms of the loan and for this to be com-
municated in writing to the bank; discussing the possibility of limiting the amount borrowed; ensuring
the party not requesting the loan can access guidance in non-technical language without the borrower
present; and that the non-requesting party understands that they do not need to agree to the loan.96

The issues raised in Etridge about the need to safeguard vulnerable clients from undue influence
could be similarly applied in the context of online trading, because both banks and online trading plat-
forms receive transfers of money, which can be complicated by familial relationships – albeit for dif-
ferent reasons –placing clients at risk of coercion. The similarities between the contexts and the
potential for issues and the judicial and industry response of instituting safeguards highlights that
this issue is worthy of consideration in the context of online trading.

Currently, there is no facility on online trading platforms to ensure that the users are not leveraging
family assets by using undue influence on partners, nor is there a way currently to ensure that any such
partners receive independent advice. Moreover, in 2014 the UK Citizens Advice Bureau suggested that
‘tighter checks on lending, particularly online, in relation to credit taken out under duress’ could assist
in combatting financial abuse.97 This issue demonstrates Auchmuty’s argument in response to the
Etridge ruling and the need to consider that women face financial vulnerability both inside and outside
of the private sphere, meaning that ‘the solutions to women’s problems with undue influence and mis-
representation lie outside the realm of law’.98 She is supportive of Richardson’s idea of awareness-
raising campaigns to empower women to know their rights and to say ‘No’ to their partners when
necessary.

In 2019, Finance UK published a multi-agency and stakeholder-created awareness-raising docu-
ment, outlining what constitutes financial abuse and explaining clearly what protections can be put

94J Hassell ‘Why did we need another accessibility standard? – the birth of ISO 30071-1’ Hassell Inclusion (29 May 2019),
available at https://www.hassellinclusion.com/blog/why-do-we-need-iso-30071-1/.

95J Hassell, ‘RNIB and BMI-baby accessibility lawsuit: how BS 8878 may help prevent you getting sued’ Hassell Inclusion
(31 January 2012), available at https://www.hassellinclusion.com/blog/rnib-bmi-baby-accessibility-lawsuit/.

96[2001] UKHL 44 (11 October 2001) Nicholls LJ at para 65.
97Citizens Advice Bureau ‘Controlling money, controlling lives: financial abuse in Britain’ (November 2014), available at

https://www.citizensadvice.org.uk/global/migrated_documents/corporate/controlling-money-controlling-lives--1-.pdf.
98Auchmuty, above n 5.
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in place and how to ask for help.99 This could be replicated on online trading platforms, by placing
awareness-raising messages as to the criminal nature of coercive control and financial abuse as out-
lined by s 76 of the UK Serious Crime Act 2015, as well as providing links to resources to those suffer-
ing financial abuse to get help on their websites.

4. Ways forward

There are a variety of avenues which could be utilised to address the issues raised. Therefore, we sug-
gest a mixed approach, involving stakeholder engagement, legislative reform and raising public aware-
ness. These solutions could also have positive effects for business by avoiding unnecessary litigation
and payment of damages, or damage to reputation and scrutiny,100 and maintaining consumer con-
fidence and engagement through transparency.101 In the following sections we will first highlight
potential practical hurdles, followed by whether new obligations for brokers could be created and, if
so, what types of obligations.

(a) Practical hurdles

The first question is whether legislative change is needed or whether other solutions can also be pur-
sued, possibly combining both legislative and non-legislative measures. If one were to pursue the legis-
lative path, then the most likely solution would be to amend the current FSMA 2000 to include new
obligations (see Section 4(b)) for financial service providers and brokers.

There are two potential problems with this approach. First, some push-back from the industry is
expected, but then again, the FSMA 2000 is not immune to amendments, as most recently shown
by the changes needed due to the UK leaving the EU.102 Secondly, and more importantly, this
approach is reactive in nature. Due to the incredible speed at which online financial services are chan-
ging, the regulator will be one step behind. Nevertheless, there is still ample room for the regulator to
step in. By way of example, very recently the FCA did not allow the online cryptocurrency trading
platform Binance to carry out regulated activities in the UK.103

The amendment of the Online Gambling Act – so as to include online trading – remains a theor-
etical possibility, as it would be extremely difficult to achieve this in practice. Given the negative asso-
ciations between online gambling and trading, one would expect heavy pushback from the online
trading industry. A more plausible solution would be to include in the proposed Online Safety Bill
provisions on vulnerable people and online trading. However, as discussed in Section 3, not all solu-
tions need to be legislative in nature. Public awareness campaigns or the interpretation of terms such
as ‘reasonable’ or ‘non-discriminatory’ access to information by the judiciary could also result in the
increased protection of vulnerable groups.

In the next section, let us look at the types of substantive obligations and safeguards that could be
included. The majority of these are also being considered by the UK Government as part of the draft-
ing process of a new Gambling Act, expected later in 2021. At the time of writing, data from the Call
for Evidence for the new Act had yet to be published.

99UK Finance ‘It’s your money’ (2019), available at https://www.ukfinance.org.uk/system/files/Its-your-money-ONLINE.
pdf.

100JN Adams and R Brownsword ‘The ideologies of contract’ (1987) 7(2) Legal Studies 205 at 206–207.
101Ibid, at 210–213.
102HM Treasury ‘The Financial Services and Market Acts 2000 (Amendment) (EU Exit) Regulation 2019: Explanatory

Information (21 December 2018), available at https://www.gov.uk/government/publications/draft-financial-services-and-markets-
act-2000-amendment-eu-exit-regulations-2019/the-financial-services-and-markets-act-2000-amendment-eu-exit-regulations-2019-
explanatory-information.

103FCA ‘Consumer warning on Binance Market Limited and the Binance Group’ (26 June 2021), available at https://www.
fca.org.uk/news/news-stories/consumer-warning-binance-markets-limited-and-binance-group.
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(b) A set of new obligations for online brokers?

Rather than considering the suggestions made here as new obligations, which may at first appear oner-
ous, this question should be approached from the perspective that, much as the gambling industry has
had to do in recent years, the brokerage industry needs to adapt to the new realities and possibilities of
the online space, whilst at the same time accepting that these are coupled with responsibilities and
duties. Such a shift is positive for industry and consumers alike as a responsive and dynamic regulatory
framework keeps the market moving and confidence high.

(i) Children and young people
The industry could focus on lowering the appeal of online trading platforms for children and vulner-
able young people by altering the interfaces of the sites to remove game-like aspects such as emojis and
chat functions which are attractive to younger users. Existing advertising rules for gambling could also
be used to prevent children from being enticed to access such content, by regulating the use of images
and endorsement outside of age-restricted sites, where log-in details are required.

Furthermore, to prevent further issues such as the suicide of Alex Kearns, trading platforms could
be prevented from allowing users to fund their trades through credit, much in the same way that online
gambling platforms no longer permit customers to use credit cards on their sites. Trust accounts for
children under the age of 18 could also be rebranded to remove any potential halo effect or residual
belief that the accounts are suitable and safe for children.

In terms of legislation, Part 4 of the Gambling Act 2005, relating to children, could include a def-
inition of gambling which mirrors that of ordinary language, which could thus include online trading
(see Section 3 above). However, as we have highlighted, this is unlikely to be popular with brokers, so
perhaps a better system might be to take a non-legal approach which focuses on corporate responsi-
bility, harm prevention measures and awareness raising, similar to the approach taken in the gambling
sector.

Regulatory bodies and legislation in relation to online trading could also clarify the position of vul-
nerable people, perhaps creating a system of fines for failure to safeguard. These fines could be used to
fund compensation and corporate responsibility initiatives. With regard to the narrative on social
media platforms, such as YouTube and Instagram, the application of the rules on online and social
media marketing and selling could be widened. Currently, social media influencers who are advertising
products must be transparent about whether they have paid for the products or have been sponsored
to discuss them. If these rules were expanded to advertising for online trading platforms it could pre-
vent children and young people being enticed to participate in these platforms as a way for young peo-
ple to make money, as seen in the Wolves of Instagram article.104 Such measures would go some way
to prevent the proliferation of the image of online trading as a risk-free, easy way to make money.
Platform guidelines could also be updated to prevent users uploading content relating to children
investing online. Additionally, charities and banks could work with children and schools in order
to educate children and young people about advertising strategies on social media and the realities
of trading online. For example, Barclays Bank already offers a range of financial and technology edu-
cation programmes within the community.105

Ultimately, a combination of both legislative measures – such as the proposed UK Online Safety
Bill – and soft measures, such as commitments to codes of practice, the creation of professional
associations as well as cross sector and stakeholder forums could create a unified response.
The Fair Banking Foundation could provide a model for such an approach, as it offers a cyclical

104Competition and Markets Authority ‘Social media endorsements: being transparent with your followers’ (23 January
2019), available at https://www.gov.uk/government/publications/social-media-endorsements-guide-for-influencers/social-
media-endorsements-being-transparent-with-your-followers.

105Barclays ‘Deepening our impact: building skills across the UK 2018 LifeSkills Impact Report’ (2018), available at https://
barclayslifeskills.com/media/4074/impact-report-2018.pdf.
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approach to research and industry innovation and cooperation which could be applied to the online
brokerage sector.106

(ii) Vulnerable adults
The physical meetings suggested by the Etridge ruling as a means of preventing undue influence and
financial abuse may not be feasible in relation to online trading, due to the varied geographical loca-
tions of both customers and companies. However, there are methods that have been introduced by
certain banks during the Covid-19 pandemic that could be used by the online trading platforms.
Examples include dedicated telephone lines and contacts with vulnerable customers as well as
increased checks on unusual or third-party transactions, where permission has been granted during
the pandemic.107 This could facilitate a coordinated approach between banks and trading platforms.
In practice, both parties could monitor the activity of customers, much in the same way that banks
offer support and assistance messages when large sums of money are transferred between accounts. 108

When an unusual or large transfer is made to an online trading platform, the bank could call the
customer to check on their welfare and well-being.109 They could ask the customer a series of ‘yes’ or
‘no’ questions in order to ascertain whether the transaction has been made under duress. A similar
tactic has been utilised by both police and health practitioners to enable people to disclose domestic
abuse in safety.110 The operator could ask, ‘Do you feel safe?’, ‘Has someone asked you for this
money?’, ‘Do you want to spend this money?’, or ‘Do you need help?’. Depending on the answers
to these questions the bank can then authorise the payment or contact the police or social services
safeguarding team, making a vulnerable adult referral.

Under the Care Act 2014, s 42 each local authority must make enquiries – or cause others to do
so – if it believes an adult is experiencing, or is at risk of, abuse or neglect. An enquiry should establish
whether any action needs to be taken to prevent or stop the abuse or neglect and, if so, by whom.
Financial abuse including theft, coercion and misuse of property is outlined as a ground for investi-
gation. This could be supported by a cross-industry drive to fund or support the training of dedicated
financial abuse safeguarding teams within the sector, which could work with local authority districts.
Online trading platforms could also monitor account activity, as well as removing credit facilities from
customers on the sites as well as preventing trades being funded by credit cards, in the same way that
online gambling platforms have committed to. The trading platforms could form a representative
organisation, like the UK Gaming and Gambling Commission, focused on education, awareness rais-
ing and support. This could also have telephone support lines, similar to Gamble Aware. Furthermore,
online trading platforms could also operate ‘self-exclusion’ periods on their sites, to enable traders to
cool off if they feel their activities are spiralling out of control.

The sector is beginning to recognise and respond to the needs of vulnerable clients and the impact
of financial well-being generally. The FCA has issued guidance on assisting vulnerable customers,
focusing on the barriers that they face when interacting with financial services providers. These include
factors such as intimidating phone manner, lack of empathy and sympathy to the difficulties custo-
mers face, lack of knowledge from staff about the needs of those with disabilities or other vulnerabil-
ities, being passed between departments or colleagues and a lack of relationship building. In response,

106The Fair Banking Foundation ‘About us’ (2020), available at http://fairbanking.org.uk/about-us/.
107S Meadows ‘What each bank is doing to help older and vulnerable people and NHS workers’; here Telegraph Money has

detailed what each bank is doing to support the vulnerable (8 April 2020), available at https://www.telegraph.co.uk/personal-
banking/current-accounts/bank-help-older-vulnerable-people-nhs-workers/.

108Lending Standards Board ‘Authorised push payment scam – information for customers on the voluntary code’ (2019),
available at https://www.lendingstandardsboard.org.uk/wp-content/uploads/2019/05/APP-Consumer-Guide-Final.pdf.

109Department for Digital, Culture, Media & Sport ‘Review of the Gambling Act 2005 terms of reference and call for evi-
dence’ (8 December 2020), available at https://www.gov.uk/government/publications/review-of-the-gambling-act-2005-
terms-of-reference-and-call-for-evidence/review-of-the-gambling-act-2005-terms-of-reference-and-call-for-evidence.

110BBC News, ‘US domestic abuse victim pretends to order pizza to alert 911’ (22 November 2019), available at https://
www.bbc.co.uk/news/world-us-canada-50513706.
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FCA regulated service providers are encouraged to ensure that their staff receive training in commu-
nicating appropriately with vulnerable customers.111 These existing materials and guidelines could be
adapted and built upon to provide training for online trading platform staff. Moreover, companies
could work in tandem with representative organisations such as Disability Rights UK, Mencap,
Royal National Institute of Blind People, Royal National Institute of Deaf People (RNID), Age UK,
Autism UK and Mind, Womensaid and Menkind, to create staff training and customer-facing
resources to increase awareness of potential issues and abuse in the online space. They could work
together to develop a public awareness-raising media campaign.

Online trading platforms could also focus on the accessibility of their websites for people with dis-
abilities at the point of build and design. Information relating to sign-up and risks of engaging with the
platforms should be clearly written and presented to ensure that all users can understand it and find
sources of support where necessary. There could also be an option for those with additional needs to
ask for a telephone or videocall to discuss their needs and to provide any support they might need
when using the site. The operator could also discuss potential issues on financial abuse or other issues
as appropriate.

Conclusion

This paper had a double objective. First, to start academic discussion and research on the impact of
online brokerage platforms, a field which is very new and understudied. Secondly, to highlight several
potential side-effects of the rise of online trading platforms, by focusing on vulnerable groups.

We hope that this paper will spark further discussion on a very recent but increasing phenomenon.
The recent advances in information technology now allow millions of people to trade and invest in an
array of financial assets, allowing them to have more control over their own financial well-being, argu-
ably a positive development. Nevertheless, trading and investing with real money comes with serious
risks, especially for vulnerable people. The current UK framework for the regulation of online trading
in financial assets overlooks vulnerable groups, such as children, disabled adults, and vulnerable
women. By drawing a parallel between online gambling and online trading, the negative effects of
online trading can be minimised. The UK regulatory and policy framework surrounding online gam-
bling could provide the UK with valuable solutions to tackle the existing lacunae in the protection of
vulnerable groups in the online trading environment.

111FCA ‘New guidance to help firms do more for vulnerable consumers’ (5 September 2020), available at https://www.fca.
org.uk/news/press-releases/new-guidance-help-firms-do-more-vulnerable-consumers.
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